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TIEUCHUANQUOCGIA TCVN XXXXX:2026

Cong nghé thong tin — Cac ky thuat an toan — Thuét toan chir ky sé hau lwvong
tir HB-PQSignv1

Information technology — Security techniques — Post-quantum digital signature algorithm HB-PQSignv1

1. Pham vi ap dung
Tiéu chuan nay quy dinh thuat toan chir ky s6 hau lwong tr dwa trén ham bam HB-PQSignv1, gdbm thuat
toan sinh khoéa, sinh chir ky, xac minh chir ky, cac bd tham sb va ba dang s dung (nguyén ban, bam
trwde, ky bd). Thuat toan HB-PQSignv1 dwoc xay dwng dua trén khung céu trac SPHINCS+. Thuat toan
nay dwoc str dung d& dam bao tinh xac thwc va toan ven dir liéu trong cac trng dung mat ma va bao mat
thong tin. Tiéu chuan nay ap dung dbi véi cac td chire, ca nhan thiét ké, phat trién, danh gia va s dung
hé thdng chir ky s6 ddm bao tinh an toan lau dai trwdc cac tAn cong bang may tinh lwong tir tiém tang.
Pham vi (rng dung cu thé ctia HB-PQSignv1 bao gdm:

— Tich hop trong thiét bj lwu trir khoéa chuyén dung (HSM).

— Ky ma ngudn va cap nhat phan mém an toan.

—  Xac thye trong hé théng VPN Gateway st dung mang riéng.
2. Tailidu vién dén
Céc tai liéu vién dan sau la can thiét cho viéc ap dung tiéu chuan nay. Déi véi tai liéu vién dan ghi nam
cong bd, ap dung phién ban duwgc néu. Déi vai tai liéu vién dan khdéng ghi nam cong bd, &p dung phién
ban m&i nhét, bao gébm cac sira ddi, bd sung (néu co).

—  TCVN 12853:2020 Cong nghé théng tin — Céac k§ thuat an toan — B6 tao bit ngau nhién.

—  TCVN 11816-3:2017 Céng nghé théng tin — Cac k¥ thuat an toan — Ham bam — Phan 3: Ham bam
chuyén dung.
3. Thuat ngir va dinh nghia
Trong tiéu chuén nay st dung céc thuat ngi va dinh nghia sau:
3.1.
Chubi byte
Mang cac s6 nguyén ma trong dé méi sd nguyén thudc tap {0, ...,255}
3.2.
Chubi bam
Day cac gia tri dwoc tao ra bang cach I&p di I&p lai phép bam (hash) mét gia tri ban dau. Trong pham vi

cla téi‘liéu nay, thuat nglr chudi bam sé& dwoc st dung dé dinh nghia cac thuat toan thanh phan cuda
lwgc do chir ky WOTS+.
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3.3.

Dir liéu ky

D liéu hodc théng diép ma trén dé mot chiv ky sb dwoc tao dé cung cp tinh xac thuwe va toan ven.
3.4.

Khéa riéng

Khoa mat ma ma dwoc st dung trong mét thuat toan mat ma phi ddi xirng (hay thuat toan mat ma khéa

cong khai). Khoa riéng dwoc lién két mot cach duy nhét voi chi s hiru khoa va duoc gitk mét cach bi
mat. Trong pham vi cla lwgc do chir ky so, khéa riéng dwoc str dung trong thuat toan sinh chir ky.

3.5.
Khéa céng khai

Khéa mat ma ma dwoc st dung trong mét thuat toan mat ma phi ddi xieng (hay thuat toan mat ma khoa
cong khai). Khéa cong khai dwoc lién két véi chi sé hiru khda va cé thé dwoc cong khai. Trong pham vi
cta lwoc dd chiv ky sb, khoa cong khai dwoc str dung véi muc dich chinh 1a xac minh mét chi ky sé ma
da dwoc sinh ra bang cach st dung khéa riéng twong tng.

3.6.

Cap khéa

Khda cbng khai va khoa riéng twong rng.

3.7.

Chu s& hiru

Chu s& hiru ctia mét cap khoa la thuc thé dwoc clp phép dé str dung khda riéng cutia cdp khoa do.
3.8.

Qua trinh sinh chir ky

Qua trinh st dung mot thuat toan chir ky va mét khoéa riéng dé tao mot chiv ky sé trén di liéu.

3.9.

Qua trinh xac minh chir ky

Qué’tr‘lnh st dung mot thuat toan chi ky va mot khéa cong khai dé xac minh tinh hop 1& ctia mot chi
ky sO trén dir liéu.

3.10.

Bén xac minh

Thuwe thé xac minh tinh hop 1& ctia mét chi¥ ky sb bang cach st dung khoéa cong khai.

3.11.

Cay bam Merkle

CAu truc cay nhj phan duoc dinh nghia dwa trén moét ham bam, trong dé méi nat ctia cay hodc la nat 14
(khdng c6 nat con), hodc 1a nat trong (v&i hai nat con). Mdi nat & ctia cay bam Merkle chira mét gié tri
c6 dd dai bit bang v&i d6 dai dau ra ham bam, va méi nit trong chira mét gia tri dwoc tinh bang cach st
dung ham bam dé& bam hai nut con cla né.

3.12.
Siéu cay
CAu truc cay gébm nhiéu tAng cay XMSS, trong dé méi cay XMSS déu la mét cay bam Merkle.
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3.13.

Puwéng dan xac thyc

Céu tric di¥ liéu dung dé khéi phuc nit goe clia cdy bam Merkle. Trong do, nit géc cia mét cay bam
Merkle la nut duy nhat khéng phai la nat con ctia bat cl» nut nao cta cay dé.

3.14.

Dia chi

CAu truc di liéu dwoc biéu dién dwdi dang 32-byte gitp xac dinh vi tri trong kién tric siéu cay cla thuat
toan chir ky HB-PQSignv1. Trong tai liéu nay, c6 07 kiéu dia chi dwoc st dung gdm:

— Dia chi bam WOTS™* (c6 kiéu WOTS_HASH): gitip xac dinh chubi bam theo lwgc d WOTS* dwoc
tinh.

— Dia chi nén khoéa coéng khai WOTS™ (cé kiéu WOTS_PK): gitip xac dinh khéa céng khai WOTS* dwoc
néen.

— Dia chi cay bam (co kiéu TREE): gilp xac dinh nat bén trong cay XMSS dworc tinh.
— Dia chi cay FORS (c6 kiéu FORS_TREE): gilip xac dinh nat bén trong cay FORS duwoc tinh.

— Dia chi nén cac nut gbc cuia tap cay FORS (c6 kiéu FORS ROOTS): giup xac dinh khéa cong khai
cua tap cay FORS dwoc nén.

— Dia chi sinh khéa WOTS* (c6 kiéu WOTS_PRF): gilip x&c dinh gia tri khda bi mat WOTS* dworc sinh.
— Dia chi sinh khéa FORS (c6 kiéu FORS PRF): gitip xac dinh gia tri khéa bi mat FORS dwoc sinh.

4. Ky hiéu va chir viét tat

FORS Forest of Random Subsets (Chir ky s mét vai lan dwa trén td hop cac tap con
ngau nhién)
PQC Post-Quantum Cryptography (Mat ma hau lwong tr)
PRF Pseudorandom Function (Ham gia ngau nhién)
SHA Secure Hash Algorithm (Thuat toan ham bam an toan)
WOTS* Winternitz One-Time Signature Plus (Ch ky mét Ian dang Winternitz mé rong)
XMSS eXtended Merkle Signature Scheme (Lwoc db chir ky Merkle mé rong)

SLH-DSA StateLess Hash-based Digital Signature Algorithm (Thuét toan chir ky sé khong
trang thai dwa trén ham bam)

HB-PQSignv1  Hash-Based Post-Quantum Signature version 1 (Thuét toan chiv ky s6 hau lwong
t&r dwa trén ham bam phién ban 1)

XY Phép ndi hai chudi X va Y. Néu X 1a mét chudi cé do dai £,, va Y 1a mét chudi co
do dai ¢, khidd Z = X || Y la mot chudi ¢ do dai ¢, + ¢,, sao cho

pro X[i], néuld<i<?,
i1 = {Y[i — . néul, <i<l+¢t,

X[i:j] Mét chudi con clia X. Néu X la mét chubico dddaif,, 0 <i <j < £,,vaY = X[i:j]thiY la
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mot chudi c6 dd daij — i saocho Y[k] = X[i + k] voi0 < k < j — .

M6t ham chat cut ma dwa ra £ byte tan cung bén trai ctia chudi byte X. Néu Y =
Trunc,(X), thi Y 1a mét chudi byte c6 dd dai £ sao cho Y[i]=X[i] véi 0<i<?
(nghia la, Y = X[0:¢]).

Do dai (theo byte) ctia chudi byte X.

Ham tra vé& sé nguyén nhé nhét khong bé hon x.

Ham tré vé sé nguyén I&n nhat khong veot qué x.

Phan dw cla sb nguyén x khi chia cho s nguyén duong y.
Tich cta haisd x va y.

Lay thra bac y cla x.

Logarit co' 6 2 cla x.

Logarit co sb 2 clia w, nghia la log, (w)

Phan tién t6 dat trwdc mot sé dwoc biéu dién dwdi dang nhi phan.
Phan tién t6 dat trwdc mot sd dwoc biéu dién dwdi dang hexa.
Phép dich phai y vi tri d6i v&i x (nghia la, x > y = [x/2Y]).
Phép dich trai y vi tri déi v&i x (nghia 13, x < y = x - 27).

Phép XOR theo bitcla x vay. Vidy, 115@ 1 = 114 (vi 115@ 1 = 0b01110011 @
0b00000001 = 0b01110010 = 114).

Tham sb an toan dwoc st dung trong thuat toan chir ky HB-PQSignv1.

Ky hiéu tap tat ca cac byte don 8.

Ky hiéu tap cac chudi byte cé dd dai bat ky.

Ky hiéu tap cac chudi byte cé dd dai n.

Ky hiéu thé hién bién s dwoc gan bang x.

Ky hiéu thé hién bién s dwoc gan bang mét chudi byte c6 do dai n dwoc chon ngau
nhién. M6t gia tri ngau nhién méi dwoc sinh cho méi lan phép gan nay duoc thuc
hién.

Ky hiéu thé hién sw that bai hodc thiéu dau ra tr mot thuat toan.

Ky hiéu bidu di&n mét chi sb.

Ky hiéu biéu dién mét chi sb cay (bam) trong mét tAng clia siéu cay hodc mét rixng
cay FORS.

Ky hiéu biéu dién mét chi sb la trong mét cay bam.

Ky hiéu biéu dién dwérng dan xac thuc theo mot cay bam.

Chudi 32-byte biéu dién dia chi ctia mét thanh phan trong kién truc siéu cay cla
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thuat toan chir ky HB-PQSignv1. Tuy thudc vao tirng kiéu dia chi, cac thudc tinh cu
thé sé dwoc quy dinh:

— Dia chi bdm WOTS* (c6 kiéu WOTS_HASH): 4-byte dau biéu dién dia chi tang
LayerAddress, 12-byte tiép theo biéu di&n dia chi cay TreeAddress, 4-byte tiép
theo biéu dién kiéu WOTS_HASH (ttc 1a biéu dién sé 0), 4-byte tiép theo biéu
dién dia chi cap khéa WOTS™* KeyPairAddress, 4-byte tiép theo biéu dién dia chi
chubi bam ChainAddress, 4-byte cudi biéu dién dia chi bam HashAddress.

— Dia chi nén khoéa céng khai WOTS* (cé kiéu WOTS_PK): Twong tw nhw dia chi
bam WOTS™, nhwng cac byte thir 17 dén 20 biéu dién kiéu WOTS_PK (ttc la
biéu di&n sb 1) va 8-byte cubi biéu dién sb 0.

— Dia chi cay bam (c6 kiéu TREE): 16-byte dau twong tw dia chi bAm WOTS™, 4-
byte tiép theo biéu di&n kiéu TREE (t(rc la biéu dién sb 2), 4-byte tiép theo biéu
di&n sb 0, 4-byte tiép theo biéu dién dd cao TreeHeight cGia nit bén trong cay,
4-byte biéu dién chi sb Treelndex clia nut bén trong cay cé do cao TreeHeight.

— Dia chi cay FORS (c6 kiéu FORS TREE): 4-byte diu biéu dién dia chi tang
LayerAddress = 0, 12-byte tiép theo biéu dién dia chi cay TreeAddress, 4-byte tiép
theo biéu dién kiéu FORS TREE (ttrc la biéu dién sb 3), 4-byte tiép theo biéu dién dia
chi cap khéa WOTS* KeyPairAddress dé ky khéa cong khai clia tap cay FORS, 4-
byte tiép theo biéu dién d6 cao TreeHeight cla nit bén trong tap cay FORS, 4-byte
biéu dién chi s6 Treelndex cGa nut bén trong tap cay FORS c6 dd cao TreeHeight.

— Dia chi nén cac nut gbc cla tap cay FORS (c6 kiéu FORS ROOTS): Tuong tw
nhw dia chi cdy FORS, nhwng cac byte ther 17 dén 20 biéu dién kiéu
FORS ROOTS (ttrc 1a biéu dién sb 4) va 8-byte cubi biéu dién sb 0.

- Dia chi sinh khéa WOTS* (c6 kiéu WOTS_PRF): Twong tw nhw dia chi bdm
WOTS*, nhung céc byte thir 17 dén 20 biéu dién kiéu WOTS_PRF (tirc la biéu
di&n sbé 5) va 4-byte cubi biéu dién HashAddress = 0.

- Dia chi sinh khéa FORS (c6 kiéu FORS_PRF): Twong tw nhw dia chi cay FORS,
nhwng cac byte thir 17 dén 20 biéu dién kiéu FORS_PRF (tirc la biéu dién sb 6)
va cac byte thi» 25 dén 28 biéu dién TreeHeight = 0.

Do cao cla siéu cay dwoc st dung trong HB-PQSignv1.

Sé tang clia siéu cay duwoc sir dung trong HB-PQSignv1.

D cao clia mdi cay bam thanh phan cda siéu cay duoc st dung trong HB-PQSignv1.
Tham sb Winteritz trong lwoc dd chi ky thanh phdn WOTS* clia HB-PQSignv1.

Ky hiéu khéa riéng dwoc stv dung trong HB-PQSignv1, ma bao gdm cac thanh phan:
- SK. seed — mam bi mat do dai n-byte

- SK. prf — gia tri gid ngau nhién bi mat do dai n-byte

- PK. seed — mam cong khai d6 dai n-byte

- PK.root — gia tri bam gbc cong khai d6 dai n-byte
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Ky hiéu khéa cong khai dwoc sir dung trong HB-PQSignv1, ma bao gém céc thanh
phan:

- PK. seed — mam c6ng khai do dai n-byte
- PK. root — gia tri bam gbc cong khai dé dai n-byte

Lwu y réng, trong HB-PQSignv1 khoa céng khai PK [a mét phan clia khéa riéng twong
rng.

Ham dwoc st dung trong HB-PQSignv1 theo dang “bam trwéc” (xem Muc 7.2) hoac
“ky bd” (xem Muc 7.3) dé bam trwdc ndi dung thong diép hodc thuc hién cac tinh
toan lién quan dén cay bdm, nham tao théng diép diu vao cho cac thuat toan sinh
chir ky va xac minh chir ky ciia HB-PQSignv1.

Tham sé dwoc st dung trong HB-PQSignv1 theo dang “ky bd” (xem Muc 7.3) dé xac
dinh sé lwong théng diép dwoc ky bé déng thoi.

Ky hiéu thé hién sb lwong cay con trong mét rirng cdy FORS dwoc st dung trong
HB-PQSignv1.

Ky hiéu do cao ctia mbi cay con trong mét rirvng cdy FORS dworc sir dung trong HB-
PQSignv1.

Ky hiéu théng diép dwoc ky béi HB-PQSignv1 hodc cac lwgc do thanh phan.

Do dai cia mang biéu dién thdng diép ky trong lvoc dd WOTS™ theo co sb6 w, ma

dwoc tinh theo céng thirc len; = [Z—"].

18w
D6 dai ctia mang biéu dién gia tri téng kiém tra twong (ng véi théng diép ky trong
lwoc dd WOTS theo co sb w, ma dwoc tinh theo cong thirc

log,(leny - (w — 1))
Igw

+ 1.

len, = [
D dai chubi biéu dién théng diép ky va gia tri tbng kiém tra twong (ng trong lwoc d6
WOTS* theo co sé w, ma dwoc tinh theo cbng thire

len = len, + len,

Ky hiéu biéu di&n chir ky s6 WOTS™.
Ky hiéu biéu dién chir ky s& XMSS.
Ky hiéu biéu di&n chir ky sb siéu cay.
Ky hiéu biéu di&n chir ky s FORS.
Ham nay dwoc st dung khi c4u tric dir liéu s cé thudc tinh X & duy nhét, va tra vé
gia tri ctia thudc tinh X trong s.

Ham nay dwoc st dung khi cau tric di¥ liéu s chira nhiéu thudc tinh X, va tra vé gia
tri clia ban thé hién the i cGa X trong s.

Ham gan thanh phan X trong s thanh gia tri Y.

11
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5. Téng quan

HB-PQSignv1 1a mét thuat toan chir ky sé khéng trang thai dwa trén ham bam theo khung céu truc
SPHINCS+. Trén thwc té, khung cAu tric nay da dwoc st dung dé xay dwng chuan chir ky sé hau lwong
tlr SLH-DSA clia My [7] va trng vién chuan héa chir ky s6 hau lwong t& Hypericum cia Nga [6]. Mé&c du
c6 chung khung c4u tric véi nhirng thuat toan chi ky ké trén, nhwng HB-PQSignv1 van c6 nhirng nét
riéng ma dwoc thé hién trong bang sau.

SLH-DSA cua My [7]

Hypericum ctia Nga [6]

HB-PQSignv1

Nguyén ly
thiét ké

Khung cAu tric SPHINCS+

Khung cu tric SPHINCS+
theo hwéng SPHINCS+C

Khung cAu tric SPHINCS+

Mo hinh an
toan

Mé hinh QROM cho tinh
chéat an toan EUF-CMA véi
bén dbéi khang cé nang lwc
tinh toan lwgng t&r va truy
van ky cb dién

Mé hinh QROM cho tinh
chéat an toan EUF-CMA véi
bén dbéi khang cé nang lwc
tinh toan Iwong t&r va truy
van ky cé dién

Mé hinh QROM cho tinh chat
an toan EUF-CMA v&i bén dbi
khang cé nang lyc tinh toan
lwong tlr va truy van ky cb
dién

Ham bam

C6 02 phién ban dwa trén:
- SHA2
- SHAKE

Chi s&¢* dung ham bam
Streebog

Hién s&r dung SHAS3 (theo tiéu
chuédn TCVN)

Phwong
phap chirng
minh va lwa

- Van dya trén cac gia thiét
phéng doan
- B4 qua mét vai hé sé nhé

- Van dwa trén cac gia thiét
phong doan.
- Co tinh d@én cac hé sb nhé

- Dwa trén cac gia thiét co
chirng minh quy dan, nhung
kich thwéc tham sb 16n hon

chon tham trong danh gia ngwdng an | trong danh gia ngwéngan | khi so sanh cung mdc an
s6 an toan toan. toan. toan.
- Ung véi s6 truy van ky téi | - Chi cd bd tham sé teing voi | - CO tinh dén cac hé sb nhd
da 264 n =256 cho d® an toan | trong danh gia ngwéng an
- C6 06 bd tham sé rng véi | ¢& 120 bit lwong ti. toan.
n € {16,24,32}; v&in = 32 - 3 mirc gi&i han sb truy van
cho d0 an toan c& 127 bit ky téi da.
lwong ter. - C6 18 bo tham sb &ng voi
n € {24,32}; vo&i n = 32 cho
do an toan téi da c& 113 bit
lwong tir.
Cacdang |- Dang nguyén ban - Dang nguyén ban - Dang nguyén ban
str dung - Dang bam truwéc - Dang bam truéc

- Dang ky bo

V& mat hinh dung, HB-PQSignv1 dwoc xay dwng bang cach sir dung cac lwgc d6 chi ky sé dwa trén ham
bam khac lam thanh phan: (1) lwoc dd chir ky mét vai lan dua trén td hop cac tap con ngau nhién, ma duoc
ky hiéu 1a FORS, va (2) mét lwgc dd chi ky nhiéu 1an, tirc lwge dd XMSS. Nhéc lai rdng, XMSS duoc xay
dung bang cach s dung lwoc dd chir ky sé mét 1an dwa trén ham bam, cu thé la WOTS™* lam thanh phan

chinh.

Vé mat khai niém, mot cap khéa HB-PQSignv1 bao gdm mét lwong rat I6n cac cap khéa FORS. Lwoc
dd chir ky mét vai 1an FORS cho phép méi cap khdéa duwoc siv dung dé ky an toan cho mét lwong nhé
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théng diép. Mot chir ky HB-PQSignv1 dwoc tao bang cach tinh mét gia tri bAm (ngau nhién héa) cla
théng diép, tiép theo str dung mot phan cua gia tri bam nhan dwoc dé lwa chon mét khéa FORS theo
cach gid ngau nhién, va cubi cuing ky phan con lai ctia gia tri bdm nhan dwoc véi khéa do. Mot chiv ky
HB-PQSignv1 bao gém chir ky FORS va théng tin dé xac thuc khda cong khai FORS. Théng tin xac thuc
dwoc tao bang cach str dung cac chir ky XMSS.

PK.root
Tingd —1=2
- Chir ky WOTS*
Ting 1
. O Nut ciy Merkle
- Chir ky WOTS* o . .
O Khoa cong khai WOTS
, @ Khoa cong khai FORS
Tang 0
: Chir ky WOTS*
: Chir ky FORS

Thoéng diép

Hinh 1. Minh hoa ch ky HB-PQSignv1 v&i d = 3 tang.

XMSS 1a mét lwge dd chir ky nhiéu Ian ma duwoc tao bang cach két hop cac chir ky mét 1an WOTS* va
cac cay bam Merkle. Mot khéa XMSS bao gém 2" khoa WOTS™ va co thé ky 2 théng diép. Cac khda
coéng khai WOTS* dwoc tao thanh mét cay Merkle, va gbc cla cay la khéa cong khai XMSS. (Cay bam
Merkle dwgc hinh thanh tr cac khéa WOTS* cling dwoc coi la mét cay XMSS.) Mét chir ky XMSS bao
gdm mét chir ky WOTS* va mét dwong dan xac thwe (ma la mét phan cta cdy bam Merkle) cho khoa
cong khai WOTS*. Trong Hinh 1, cac tam giac biéu di&n cac cay XMSS, cac hinh vudng biéu thi khoa
cong khai WOTS™, va céac hinh tron biéu dién cac nat bén trong cla cay bam. Bén trong mét cay XMSS,
tap hop cac hinh tron va hinh vuéng duoc t6 den biéu dién dwong dan xac thwe cho khéa cong khai
WOTS™* can thiét dé xac minh chi ky.

Thoéng tin xac thwe cho mét khéa cdng khai FORS 1a mét chi ky siéu cay (hypertree signature), nhw
dwoc mo ta trong Hinh 1. Cay bao gébm d tAng ma trong d6 tAng cao nhét (tlrc tAng d — 1) bao gébm mot
cay XMSS duy nhét, tAng ngay phia dwéi (tirc tAng d — 2) bao gbm 2" cay XMSS, va ting thap nhét
(ttrc tAng 0) bao gdbm 2@’ cay XMSS. Khoa cong khai trong khoa XMSS & méi tAng 0 dén d — 2 dwoc
ky b&i mot khéa (bi mat) XMSS & tdng ngay phia trén. Cac khéa XMSS & tang 0 bao ham téng cong
24h" = 2 khéa WOTS*, ma dwoc str dung dé ky 2" khéa cong khai FORS trong cap khéa HB-PQSignv1.
D&y gém d chi» ky XMSS can thiét dé xac thwec mot khéa FORS ma bat dau véi khoa cong khai clia khoa
XMSS tai tAng d — 1 dwoc xem |a mot chir ky siéu cay.

13



TCVN XXXXX:2026

Mot khéa cong khai HB-PQSignv1 (Hinh 7) bao gébm hai chudi thanh phan cé dé dai n-byte: (1) PK.root,
ma la khoa cong khai clia khéa XMSS tai tang d — 1, va (2) PK.seed, ma dwoc st dung dé giup phan
biét mién gira cac cdp khéa HB-PQSignv1 khac nhau. M6t khéa riéng (bi mat) HB-PQSignv1 (Hinh 8)
bao gdm mdt mam SK.seed c6 do dai n-byte ma dwoc stv dung dé sinh gia ngau nhién tat ca cac gia tri
bi mat cho cac khdéa WOTS* va FORS, cung moét khéa SK. prf co d6 dai n-byte ma dwoc st dung trong
quaé trinh tinh gia tri bdm (ngau nhién hda) cla thong diép. M6t khda riéng HB-PQSignv1 ciing bao gébm
cac ban sao cla PK. root va PK.seed, vi nhirng gia tri nay déu can thiét trong ca qua trinh sinh va xac
minh chi ky.

Lwoc d6 chir ky mdt 1an WOTS* dwoc dac ta trong Muc 6.2.1, va lwgc db chiy ky nhiéu lan XMSS duoc
d&c ta trong Muc 6.2.2. Muc 6.2.3 d&c ta qua trinh sinh va xac minh cla cac chi ky siéu cay. Luvoc db
chir ky mét vai lan FORS dwoc dac ta trong Muc 6.2.4. Cudi cung, Muc 6.3 dac t cac ham sinh khoa,
ham sinh chi ky va ham xac minh ch ky. Vi cac lwgc d& WOTS*, XMSS, siéu cay va FORS duoc dé
cap trong tiéu chuan nay khéng dwoc nham dén dé stv dung nhw cac lwoc dd chir ky dirng doc lap, do
vay chi cac thanh phan cla ching ¢ lién quan dén HB-PQSignv1 méi dwgc mé ta rd rang. Cu thé, tiéu
chuén nay khéng quy dinh ham sinh c&p khda cho cac lwgc dd thanh phan, va ham xac minh chiv ky chi
dwoc quy dinh dbi vdi chi ky siéu cay.

Khi dwoc sir dung trong HB-PQSignv1, cac chir ky WOTS*, XMSS, va FORS dwoc xac minh an bang
cach str dung cac ham dé sinh cac khéa coéng khai tlr cac théng diép va chi ky (xem Muc 6.2.1.3, 6.2.2.3,
va 6.2.4.4). Khi xac minh mét chir ky HB-PQSignv1, gia tri bam (ngau nhién hoa) clia théng diép va chiv
ky FORS dwoc sir dung dé tinh ra mot khéa céng khai FORS &ng vién. Khoéa céng khai nay va chi ky
WOTS* tir khdéa XMSS & tang 0 dwoc sir dung dé tinh ra mét khdéa cdng khai WOTS* (rng vién, ma sau
doé dwoc st dung cung véi dwdng dan xac thue twong (ng dé tinh ra mot khéa XMSS rng vién & tang
0. Khéa céng khai &rng vién & tdng 0 dwoc sir dung cling v&i chir ky XMSS & tang 1 dé tinh khoa coéng
khai XMSS (rng vién & tang 1. Qua trinh nay dwoc 13p lai cho dén khi mot khéa cong khai XMSS trng
vién & tang d — 1 dwoc tinh. Qua trinh xac minh chi¥ ky HB-PQSignv1 thanh cdng néu khoa cdng khai
XMSS (rng vién & tdng d — 1 trung véi khoa cdng khai HB-PQSignv1 gbc la PK.root.

6. M6 ta thuat toan chir ky s6 HB-PQSignv1

6.1. Cac ham phu tro

6.1.1. Cac ham bam va ham gid ngéu nhién

Déc ta cua HB-PQSignv1 quy dinh sir dung 06 ham co’ s& — PRFy,s, Hysq, PRF, T, H, F — ma déu duoc
thiét 1ap bang cach st dung cac ham bam véi dé dai dau ra cb dinh:
e PRF;,.(SK.prf,opt_rand, M) la mot ham gia ngau nhién tlr B x B™ x B* - B™ ma sinh thanh
phan ngau nhién R dé tinh gia tri bAm (ngAu nhién hoa) cta thong diép ky.
e  Hps (R PK seed, PK.root, M) la mét ham bam tir B" x B™ X B" x B* - B™ ma dwoc stv dung
dé tinh gia tri bam cho théng diép ky.

e PRF(PK.seed, SK.seed, ADRS) 1a mét ham gid ngau nhién tir B™ x B™ x B3? —» B" ma dwoc st
dung dé sinh cac gia tri bi mat trong cac khoéa riéeng FORS va WOTS™.

e T,(PK.seed, ADRS, M,) 1a mot ham bam tir B" x B32 x B?™ — B™ ma dwoc st dung dé anh xa mot
thdng diép £n-byte thanh mét thdong diép n-byte.
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e H(PK.seed, ADRS, M,) la mét trworng hop déc biét ctia T, ma lay dau vao 13 thdng diép 2n-byte,
nghia l1a mét ham bam tir B" x B32 x B2" - B".
e F(PK.seed, ADRS, M;) |a mot ham bam tir B x B32 x B" — B™ ma lay dau vao la mét théng diép
n-byte va tra vé mot dau ra n-byte.
Ngoai ra, dbi v&i cac dang bam trudc va ky bo (trong cac Thuat toan 22, Thuat toan 23, Thuat toan 24,

Thuét toan 25), con str dung thém ham: PH(sid, TW, M) la mét ham bam tlr B2" x B* x B* —» B®*. Cac
thé hién cu thé cho nhitng ham nay sé& dwoc quy dinh trong Muc 8.2.2.

6.1.2. Cac ham thanh vién

Céc thuat toan trong tai liéu nay yéu cau sir dung cac ham thanh vién (member function) dé cap nhat dia
chi ADRS dwoc st dung nhw d4u vao cho cac ham phu tro' PRF, T,, H, F. Trong cac ham dwéi day, voi
X la thudc tinh cia ADRS va mét gia tri Y, thi ky hiéu ADRS. getX() va ADRS.setX(Y) tuan theo dac ta &
Muc 4.

Ham thanh vién Ky hiéu mé rong
ADRS. setLayerAddress(l) ADRS « toByte(l,4) || ADRS[4:32]
ADRS. setTreeAddress(t) ADRS < ADRSJ0: 4] |l toByte(t,12) || ADRS[16:32]
ADRS. setTypeAndClear(Y) ADRS < ADRSJ[0: 16] || toByte(Y,4) |l toByte(0,12)
ADRS. setKeyPairAddress(i) ADRS < ADRS[0: 20] || toByte(i, 4) || ADRS[24:32]

ADRS. setChainAddress(i)

ADRS « ADRS[0: 24] || toByte(i, 4) || ADRS[28:32]
ADRS. setTreeHeight(i)

ADRS. setHashAddress(i)

ADRS < ADRS[0: 28] || toByte(i, 4)
ADRS. setTreelndex(i)

i < ADRS. getKeyPairAddress() i « toInt(ADRS[20: 24],4)

i < ADRS. getTreelndex() i « toInt(ADRS[28:32],4)

6.1.3. Ham chuyén dbi céc mang, chubi byte va sé nguyén

Néu X la mot chudi byte c6 dd dai n, thi X[i] v&ii € {0, ...,n — 1} sé tham chiéu dén byte th(r i trong chudi
X. Néu X 1a moét méng gébm m chudi n-byte, thi X[i] v&i i € {0,...,m — 1} s& tham chiéu dén chubi n-byte
thi i trong X, va X sé& tham chiéu dén chudi (m - n)-byte X[0] Il X[1] Il -- Il X[m — 1].

M6t chudi byte ¢ thé dwoc phan tich nhw biéu dién dang big-endian clia mét sé nguyén. Trong nhirng
trwdng hop do, mot chudi byte X c6 do dai n sé dwoc chuyén thanh s nguyén

X[0]- 256" + X[1] - 256™ 2 + .-+ X[n — 2] - 256 + X[n — 1].

Thuat toan 1 md td ham chuyén moét chudi byte X c6 do dai n thanh mot sd nguyén theo cach ké trén.

Thuat toan 1 tolnt(X, n) — Chuyén mét chudi byte thanh mét s6 nguyén

Pau vao: Chubi byte X cé dd dai n.
Pau ra: Gia tri nguyén cla X.

1: total « 0
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2:forifrom0Oton—1do
3: total « 256 - total + X[i]
4: end for

5: return total

Twong tw, mot s& nguyén x co6 thé dwoc chuyén thanh mot chudi byte c6 do dai n bang cach tim cac hé
$8 xg, X1, o) Xp—2, Xn—1 € {0, ...,255} sao cho

X =xp- 256"+ x; - 25672 + -+ x5 - 256 + Xpp_q,

va sau do6 gan chudi byte két qua thanh xy Il x; Il - Il x,,_, Il x,,_;. Thuat toan 2 mé t& ham chuyén déi
mot s& nguyén thanh mét chudi byte cé do dai n theo cach ké trén.

Thuat toan 2 toByte(x, n) — Chuyén mét sé nguyén thanh mét chudi byte

Dau vao: sb nguyén x, d6 dai n.

Dau ra: chudi byte cé dd dai n dé biéu dién dang big-endian clia x theo byte.
1: total « x

2:forifrom0Oton—1do

3: S[n—1—i] « total mod 256

4: total < total > 8

5: end for

6: return S

Déi véi cac lwge dd6 WOTS™ va FORS, cac thong diép ky can dwoc phan tach thanh mét day cac chubi b-bit,
ma & dé méi chudi b-bit biéu dién mét sé nguyén tir 0 dén 22 — 1." Diéu nay la twong dwong véi viéc tim
biéu di&n theo co’ s6 2P cho théng diép. Ham base 2P (Thuat toan 3) lay dau vao la mot chudi byte X, mét
dd dai bit b, va mot dd dai dau ra out len dé dwa ra mét mang cac sd nguyén theo co sd 2P ma biéu dién
(out_len - b)-bit ddu tién ctia X néu cac byte riéng 1& ctia X dwoc biéu dién nhw cac chudi 8-bit theo dang
big-endian. X phai c6 d6 dai téi thiéu la [out len - b/8] theo byte.

Thuat toan 3 base 2°(X, b, out _len) — Tinh biéu dién co s6 2P cia X

Dau vao: Chubi byte X cé dd dai téi thidu [out len - b/8], sb nguyén b, d6 dai dau ra out len.
Dau ra: Mang goém out_len sb6 nguyén thuéc mién [0, ..., 2> — 1]

1:in<0

2: bits < 0

3: total < 0

4: for out from 0 to out len — 1 do

5: while bits < b do

6: total « (total < 8) + X[in]

1 b s& |a gia tri log, w khi ham base 2P duoc st dung trong lwge d6 WOTS*, va b sé Ia gia tri clia a khi ham base 2P duoc
str dung trong lugc d6 FORS.
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7: in—in+1
8: bits « bits + 8
9: end while

10:  bits « bits—b
11:  baseb[out] « (total > bits) mod 2°
12: end for

13: return baseb

Lwu y réng, trong Thuat toan 3, vi gia tri cGia bién bits khéng bao gi® vuot qua b + 7, nén mét sb nguyén
khéng dau (b + 7)-bit 1a di dé Iwu triv bién total (nghia 13, total c6 thé dwoc lwu trir nhw mdt sb nguyén
khong déu 32-bit).

6.1.4. Ham chubi

Ham chubi chain 1& mét thanh phan quan trong dé tinh cac chudi bdm cho thanh phan lwgc db chiv ky
WOTS™ ciia HB-PQSignv1. Ham nay nhan dau vao 1a mét chubi n-byte X cung cac sd nguyén s va i (&
doé i + s < w) dé dwa ra két qua sau khi 13p lai s 1an ham bam F ké ti chi sé i.2 Ham chudi ciing yéu cau
cac dau vao khac 1a PK.seed, ma la mét phan clia khoéa céng khai HB-PQSignv1, va mét dia chi ADRS.
Dia chi nay phai c6 kiéu WOTS HASH, va dia chi tAng, dia chi cay, dia chi cap khoa, va dia chi chudi phai
dwoc dat twong (ng véi dia chi clia chudi bam dang duwoec tinh.

Thuét toan 4 chain(X, i, s, PK. seed, ADRS) — Ham chudi duoc str dung trong WOTS™*

Pau vao: Chubi dau vao X, chi sb bat diu i, s6 buwdc I&p s, mam cong khai PK. seed, dia chi ADRS.
Pau ra: Gia tri dau ra cla F dwoc 13p lai s 1an trén dau vao X.

1:tmp « X

2:forjfromitoi+s—1do

3: ADRS. setHashAddress(j)

4: tmp < F(PK.seed, ADRS, tmp)

5: end for

6: return tmp

6.2. Cdc thanh phan chinh
6.2.1. Luwoc db chir ky WOTS™

Muc nay quy dinh thanh phan WOTS™ clia thuat toan chi ky HB-PQSignv1. Trong d6, thanh phan nay
dwoc dac ta thong qua céc thuét toan sinh khéa céng khai WOTS* (Muc 6.2.1.1), thuét toan sinh chir ky
WOTS* (Muc 6.2.1.2) va thuét toan tinh toan khéa cong khai tir chi ky WOTS* (Muc 6.2.1.3). O day,
lwgc d6 WOTS* sir dung hai tham sé. D6 la tham sb an toan n (theo byte) va tham sé w (hay tham sb
Winternitz). Hai tham sé trén dwoc s&» dung dé tinh cac gia tri bd sung len,, len, va len (xem Muc 4).

6.2.1.1. Sinh khéa céng khai WOTS™*

M6t khoa rieng WOTS™ bao gém len gia tri bi mat c6 do dai n-byte. Trong HB-PQSignv1, nhirng gia tri
nay dwoc sinh tr mot mam SK. seed cé do dai n-byte bang cach sir dung ham gia ngau nhién PRF. Cac

2 Gi4 trj ban dau cla chudi bdm cé chi s6 bang 0.
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chudi bam c6 dé dai w sau dé dworc tao tr cac gia tri bi mat béng cach st dung mot ham chudi, va cac
gia tri nhan dwoc sau cung & méi chubi bdm déu |a cac gia tri cdng khai. Khéa céng khai WOTS* dwoc
tinh nhw gia tri bam cda nhirng gia tri cong khai nay.

Ham wots_pkGen (xem Thuat toan 5) sinh cac khoa cong khai WOTS*. Ham nay lay SK. seed va PK. seed
tir khoa riéng HB-PQSignv1 ciing mét dia chi ADRS lam dau vao. Pia chi nay phai c6 kiéu WOTS_HASH,
va dia chi tang, dia chi cay, va dia chi cap khoa phai dwoc dat twong (rng véi dia chi ctia khoa cong khai
WOTS* can duworc tinh.

Thuat toan 5 wots_pkGen(SK. seed, PK. seed, ADRS) — Sinh khéa céng khai WOTS™*

Dau vao: Mam bi mat SK. seed, mam cong khai PK. seed, dia chi ADRS.
Dau ra: Khoa cong khai WOTS* pkyors+-

1: skADRS < ADRS

2: skADRS. setTypeAndClear(WOTS_PRF)

3: skADRS. setKeyPairAddress(ADRS. getKeyPairAddress())

4: for i from 0 to len — 1 do

5 skADRS. setChainAddress(i)

6: sk < PRF(PK.seed, SK. seed, skADRS)

7 ADRS. setChainAddress(i)

8 tmpli] « chain(sk,0,w — 1, PK.seed, ADRS)

9: end for

10: wotspkADRS < ADRS

11: wotspkADRS. setTypeAndClear(WOTS_PK)

12: wotspkADRS. setKeyPairAddress(ADRS. getKeyPairAddress())
13: pkworst < Tien (PK. seed, wotspkADRS, tmp)

14: return pkyors+

6.2.1.2. Sinh chr ky WOTS™*

Mot chir ky WOTS* [a mot mang gébm len chubi byte c6 do dai n, nhw dwoc biéu dién trong Hinh 2. Dé
tao mot chi ky, théng diép 8n-bit trwdc tién dwore chuyén thanh mét mang gém len,; sb nguyén theo co
s6 w. Mot gia tri tdng kiém tra sau dé dwoc tinh cho chudi nay, va gia tri tong kiém tra sé dwoc chuyén
thanh mot mang gdm len, sb nguyén theo co sé w. Chir ky bao gdm cac phan tt thich hop tr cac chubi
bam twong trng vé&i tirng s6 nguyén trong cac mang théng diép va tdng kiém tra.

SIGWOTS+ [0] n-byte

SIGyors+[len — 1] n-byte

Hinh 2. Dinh dang d liéu cho chir ky WOTS*
Qua trinh sinh chir ky WOTS* dwoc thye hién thdng qua ham wots_sign (xem Thuét toan 6). Ngoai thong
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diép can ky c6é dé dai n-byte, ham wots_sign con lay cac dau vao khac la SK.seed va PK.seed tlr khda
rieng HB-PQSignv1 cung mét dia chi ADRS. Dia chi nay phai cé kiéu WOTS_HASH, va dia chi tang, dia
chi cay, va dia chi cap khda phai dwgc dat twong (rng voi dia chi cla khoa cong khai WOTS* ma dwoc
st dung dé ky théng diép.

Thuat toan 6 wots_sign(M, SK. seed, PK. seed, ADRS) — Sinh mét chir ky WOTS™ trén mét théng diép M co
dé dai n-byte

Pau vao: Thong diép M, mam bi mat SK. seed, mam cong khai PK. seed, dia chi ADRS.
Dau ra: Chir ky WOTS* SIGyors+-

1: csum < 0

2: msg < base 2P(M,lg,,, len;)

3: fori from 0 to len, — 1 do

4: csum < csum +w — 1 —msg|i]
5

: end for

6: csum « csum « ((8 — ((len, - 1g,,) mod 8)) mod 8)

7: msg < msg |l base 2P (toByte (csum, [@D Jgw, lenz)

8: skADRS « ADRS

9: skADRS. setTypeAndClear(WOTS_PRF)

10: skADRS. setKeyPairAddress(ADRS. getKeyPairAddress())
11: for i from 0 to len — 1 do

12: skADRS. setChainAddress(i)

13: sk < PRF(PK.seed, SK. seed, skADRS)

14: ADRS. setChainAddress(i)

15: SIGyors+[i] < chain(sk, 0,msg[i], PK.seed, ADRS)
16: end for

17: return SIGy s+

6.2.1.3. Tinh toan khéa céng khai WOTS™ tir chir ky

Viéc xac minh mot chiv ky WOTS* bao g(‘)m tinh toan mot gia tri khoéa cong khai tir mot thong diép va moét
chi¥ ky. Qué trinh xac minh thanh céng néu gia tri khéa cdng khai dung dwoc tinh ra. Tinh “dung” dwoc
xac dinh bang cach str dung gia tri khéa cdng khai nhan dwgc cling véi théng tin khac dé tinh mot gia tri
PK.root (*ng vién va sau dé so sanh gia tri d6 vdi gia tri khda cdng khai gbc tir khoa cong khai HB-
PQSignv1. Muc nay mo ta thuat toan wots_pkFromSig (Thuat toan 7), mot ham ma tinh khoéa céng khai
WOTS* &ng vién tir mot chir ky WOTSt va thong diép twong (rng.

Ngoai mét thong diép M cé dd dai n-byte va mét chi ky SIGygrs+ ¢6 do dai (len - n)-byte, ma dwoc biéu
dién thanh mot mang gébm len chubi cé d6 dai n-byte, ham wots_pkFromSig nhan PK.seed ti khoa coéng
khai HB-PQSignv1 va moét dia chi ADRS lam dau vao. Dia chi nay phai cé kiéu WOTS_HASH, va dia chi
tang, dia chi cay, va dia chi cap khda phai dwoc dat twong (ng véi dia chi ctia khéa céng khai WOTS*
ma dwoc st dung dé ky théng diép.
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Thuat toan 7 wots_pkFromSig(SIGyors+, M, PK.seed, ADRS) — Tinh mét khéa céng khai WOTS™ tir mot
théng diép va chi¥ ky WOTS™

Dau vao: Chir ky WOTS™ SIGyyors+, thdng diép M, mam cdng khai PK. seed, dia chi ADRS.
Dau ra: Khoa cdng khai WOTS* pkyors+ duwoc dan xuét to SIGygrs+-

1: csum < 0

: msg < base_2P(M,lg,,, len;)

: for i from O to len; — 1 do

csum « csum +w — 1 —msgli]

a A W N

: end for

6: csum « csum K ((8 - ((len2 -1g,) mod 8)) mod 8)

7: msg < msg |l base 2P (toByte (csum, [@D Jgw lenz)

8: for i from O to len — 1 do

9: ADRS. setChainAddress(i)

10:  tmpli] « chain(SIGygrs+[i], msgli]l, w — 1 — msg[i], PK. seed, ADRS)
11: end for

12: wotspkADRS < ADRS

13: wotspkADRS. setTypeAndClear(WOTS_PK)

14: wotspkADRS. setKeyPairAddress(ADRS. getKeyPairAddress())

15: pkworst < Tien (PK. seed, wotspkADRS, tmp)

16: return pkyors+

6.2.2. Luoc do chir ky XMSS

XMSS mé rong lwoc dd chir ky WOTS* thanh mét lwgc db chir ky ma cé thé ky nhiéu lan. Mét cay Merkle
¢6 d6 cao h' dwgc stir dung dé cho phép 2"'khoa cong khai WOTS* dwoc xac thue béng mot khda céng
khai XMSS duy nhét véi dd dai n-byte, ma la gia tri bam gbc ctia cay Merkle. Vi méi khéa WOTS* ¢ thé
dwoc st dung dé ky mot thong diép, nén khda XMSS co thé dwoc ding dé ky 2" thong diép.

SIGWOTS"' (Ien . n)'byte

AUTHXMSS [0] n-byte

AUTHXMSS [h‘r - 1] n-byte

Hinh 3. Dinh dang di liéu cta chir ky XMSS

Mot chir ky XMSS la mét chubi cé dd dai ((h' + len) - n)-byte va chira mot chir ky WOTS™ va mét dwong

dan xac thye (xem Hinh 3). BPuong dan xac thue la mét day cac nat tir cdy Merkle — méi nut sé twong
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tng v&i trng murc (theo dd cao) clia cay, ngoai trir nit gbc — ma cho phép ngudi xac minh tinh nat gbc
ctia cay Merkle khi dwoc dung két hop véi khda cong khai WOTS*' (vdn cé thé duwoc tinh tir chiv ky
WOTS).

6.2.2.1. Tinh mét nat cdy bam Merkle

Ham xmss_node (Thuat toan 8) tinh mot nut bén trong mét cady XMSS. Ham nay nhan cac dau vao sau:
— Céac mam SK.seed va PK. seed tir khoa riéng HB-PQSignv1;
— Mét chi sb nat muc tiéu i, ma Ia chi sb clia nut dang dwoc tinh;
— Mbot dd cao nut muc tiéu z, ma la do cao bén trong cay Merkle cta nut dang dwgc tinh.

— Mét dia chi, ma phai cé cac trwdng dia chi tang va dia chi cay dwoc dat twong (rng véi cay XMSS
ma bén trong dé nut dang dworc tinh.
Lwu y rang, cac tham sb dau vao z (dd cao cta nut muc tiéu) va i (chi sé clia nat muc tiéu) phai thda

man diéu kién z < k' va i < 2(h'~2),

Thuat toan 8 xmss_node(SK.seed, i, z, PK. seed, ADRS) — Tinh nut cua cdy bam Merkle

Pau vao: Mam bi mat SK.seed, chi s6 nat muc tiéu i, dd cao nut muc tiéu z, mam coéng khai PK.seed, dia
chi ADRS.

Pau ra: chudi node co do dai n-byte la gia tri nat th i tai Ao cao z ctia cay bam Merkle.
1:if z =0 then

ADRS. setTypeAndClear(WOTS HASH)

ADRS. setKeyPairAddress(i)

node < wots_pkGen(SK. seed, PK. seed, ADRS)

. else

Inode « xmss_node(SK.seed, 2i,z — 1, PK.seed, ADRS)
rnode <« xmss node(SK.seed, 2i + 1,z — 1, PK.seed, ADRS)
ADRS. setTypeAndClear(TREE)

ADRS. setTreeHeight(z)

0: ADRS.setTreelndex(i)

11: node « H(PK.seed, ADRS, Inode || rnode)

12: end if

13: return node

= © 0o N o a b

6.2.2.2. Sinh mét chir ky XMSS

Ham xmss_sign (Thuat toan 9) tao mét chir ky XMSS trén mét théng diép® M c6 do dai n-byte bang cach tao
mot duwdng dan xac thue (dong 1 dén 4) va ky M véi khda WOTS* phu hop (dong 5 dén 7). Ngoai M, xmss_sign
con lay cac dau vao khac [a mam SK. seed va PK. seed tlr khoa riéng HB-PQSignv1, mét dia chi ADRS, va mot

3 Trong HB-PQSignv1, théng diép M ma duoc ky bang cach si dung XMSS 13 mét khda cong khai XMSS hodc mot khda
cong khai FORS.
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chi s6 idx. Dia chi ADRS phai c6 dia chi tAng va dia chi cay tuwong thich v&i khéa XMSS ma dang dwoc sir
dung dé ky théng diép, va chi sb idx phai la chi sb clia khéa WOTS™ bén trong ciy XMSS ma sé& dwoc siv dung
dé ky théng diép.

ngo=H(ngg || ngq)

\

ny o =H(ngg || ny4) ny ;1 = H(ny s |[ ny3)

AN

nyo=H(Ky || K1) nyy =H(K, | K3) nyp=H(K, || K;) ny3=H(Kg || K7)
K, K, K, K, K, K, K K,

Hinh 4. Cay Merkle v&i 8 nut la.
Pudng dan xac thwe bao gébm cac nit anh em (sibling node) ctia méi nit ma nam trén dwong dan tr khoa
cong khai WOTS* dwoc stir dung dén nit goc. Vi dy, trong Hinh 4, néu théng diép dwoc ky vai K,, thi Ko, ny
va ny o & cac nat trén dwdng dan ndi dén nat gbe, va do vay dwdng dan xac thyc bao gom K, ny o va ny ;.
Trong dong 2 ctia Thudt toan 9, |idx/2| 1a chi sb cta nut trén duwong dan néi dén nut goc, va |idx/2/| @ 1
la chi s6 clia nit nam trén dwdng dan xac thwe. Dong 3 tinh gia tri ctia NGt ndm trén dwédng dan xac thue.

Thuat toan 9 xmss_sign(M, SK. seed, idx, PK. seed, ADRS) - Sinh mét chi¥ ky XMSS

Dau vao: Théng diép M cb do dai n-byte, mam bi mat SK.seed, chi sb idx, mam coéng khai PK.seed, dia chi
ADRS.

DAu ra: chi ky XMSS ¢6 dang SIGyss = (SIGywors+ | AUTHyyss)
1:for jfromOtoh’' — 1 do

2 ke |idx/27| D1

3:  AUTHxymsslj] < xmss_node(SK.seed, k, j, PK. seed, ADRS)

4: end for

5: ADRS. setTypeAndClear(WOTS_HASH)

6: ADRS. setKeyPairAddress(idx)

7: SIGyors+ < wots_sign(M, SK. seed, PK. seed, ADRS)

8: SIGyyss « SIGyors+ | AUTHywss

9: return SIGy s

6.2.2.3. Tinh khoa céng khai XMSS ttr mét chiy ky

Xac minh mét chi¥ ky XMSS bao gém viéc tinh gia tri khoéa cong khai ttr mot thdng diép va mot chi ky sb6. Qua
trinh xac minh thanh coéng néu gia tri khda cdng khai dung dwoc tinh ra. Tinh “dung” dwoc xac dinh bang
cach s dung gia tri khéa cong khai nhan dwgc cling véi thong tin khac dé tinh moét gia tri PK. root (rng
vién va sau dé so sanh gia tri d6 vai gia tri khda céng khai gbc tir khoa cdng khai HB-PQSignv1. Muc
nay mod td ham xmss_pkFromSig (Thuat toan 10), ma dung dé tinh mét khéa céng khai XMSS (ng vién
tr mét chlr ky XMSS va thong diép twong ng.

Ngoai théng diép M cé dd dai n-byte va mot chir ky SIGyyss €O dd dai ((len + h') - n)-byte, ham
xmss_pkFromSig con nhan cac dau vao khac la mam PK. seed tir khéa cdng khai HB-PQSignv1, mét dia

22



TCVN XXXXX:2026
chi ADRS, va mot chi sb idx. Dia chi ADRS phai dwoc gan cho dia chi tang va dia chi cay cia khéa XMSS
da dwoc s dung dé ky théng diép, chi sé idx phai la chi s cla khéa WOTS™ bén trong cady XMSS ma
da dwoc sir dung dé ky thong diép.

Thuat toan 10 xmss_pkFromSig(idx, SIGxyss, M, PK.seed, ADRS) — Tinh khoa céng khai XMSS tcr théng diép
va mét chir ky XMSS

Dau vao: Chisb idx, chii ky XMSS SIGypss = (SIGyors+ I| AUTHyyss), thong diép M co do dai n-byte, mam
cong khai PK.seed, dia chi ADRS.

Dau ra: gia tri nat géc node[0] c6 dd dai n-byte.
1: ADRS. setTypeAndClear(WOTS HASH)

2: ADRS. setKeyPairAddress(idx)

3: SIGy s+ < SIGxpyss. getWOTSSignature()

4: AUTHypss < SIGyyss. getXMSSAUTH()

5: node[0] « wots_pkFromSig(SIGyors+, M, PK. seed, ADRS)
6: ADRS. setTypeAndClear(TREE)

7: ADRS. setTreelndex(idx)

8: for k from0Otoh’' —1 do

9:  ADRS.setTreeHeight(k + 1)

10:  if (|idx/2%| == 0 mod 2) then

11: ADRS. setTreeIndex(ADRS. getTreelndex()/2)

12: node[1] « H(PK.seed, ADRS, node[0] || AUTHxyss [k])
13: else

14: ADRS. setTreelndex((ADRS. getTreelndex() — 1)/2)
15: node[1] <« H(PK.seed, ADRS, AUTHyxyss[k] Il node[0])
16:  end if

17:  node[0] « node[1]

18: end for

19: return node[0]

6.2.3. Siéu cédy trong HB-PQSignv1

HB-PQSignv1 yéu cau mét lwong I&n khéa WOTS* dé ky cac khoa cong khai FORS. Tuy nhién néu chi cé
mot khéa XMSS duy nhét cho tit c& khéa WOTS* thi ¢6 thé anh hwéng dang ké dén hiéu nang cla HB-
PQSignv1 (d&c biét 1a thuat toan sinh chir ky), do vay mét siéu cay sé dwoc st dung dé ky cac khda FORS.
Nhw dwoc md ta trong Hinh 1, mét siéu cay vé ban chét 1a mot cay gdbm nhiéu cay con c6 dang XMSS. Céac
khéa XMSS & tang thdp nhét clia siéu cay duoc st dung dé ky cac khda cdng khai FORS (xem Muc 6.2.4), va
cac khoa XMSS & cac tang khac sé dwoc str dung dé ky khda cong khai XMSS & tAng ngay phia dudi.

Siéu cay cd d tang cay XMSS, trong dé méi cady XMSS déu la mét cay bam Merkle cé d6 cao k', do vay tbng
d6 cao clia siéu cay la h = d - h'. Tang trén cung (tirc tAng d — 1) chira mét cdy XMSS duy nhét, va khoa cong
khai ctia cap khdéa XMSS nay (nghia la gia tri bdm gbc cha cay Merkle) la khoa cdng khai cla siéu cay (tic 1a
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gia tri khoa cong khai géc PK. root). TAng ngay phia dwéi (ttrc ting d — 2) cd tat ca 2" cay XMSS va khoa
codng khai clia tirng cap khéa XMSS nay duwoc ky béi mét trong 2" khda WOTS* ma la thanh phan khéa XMSS
& tAng trén cing. Tang thap nhét co 2(@-Dh" = 2h=h" cay XMSS, gitp cung cap 2" khoa WOTS* dé ky cac
khoa FORS.

6.2.3.1. Sinh chi¥ ky siéu céy

M6t chir ky siéu cay c6 d6 dai ((h + d - len) - n)-byte va chira mét day gom d chir ky XMSS, ma bat dau
véi mot chi ky dwoc sinh bang cach str dung mot khéa XMSS & tAng thap nhat va két thic véi mot chiv
ky dwoc sinh bang cach sir dung khéa XMSS & tang trén ciing (xem Hinh 5).

Chir ky XMSS SIGyyss (tang 0) (Ch" + len) - n)-byte
Chir ky XMSS SIGxyss (tang 1) ((h' + len) - n)-byte
Chi ky XMSS SIGyyss (tang d — 1) ((h" + len) - n)-byte

Hinh 5. Dinh dang di¥ liéu ciia mét chir ky siéu cay
Ngoai théng diép M c6 dd dai n-byte,* ham ht_sign (Thuét toan 11) nhan dau vao 1a cac mam SK.seed va
PK.seed tr khda rieng HB-PQSignv1, chi s6 clia cay XMSS tai tang thap nhat ma sé ky théng diép cé chi sé
idX;ree, Va chi sb clia khda WOTS* bén trong cay XMSS ma sé ky thong diép cb chi sb idx;eq -

Thuat toan 11 ht_sign(M, SK. seed, PK. seed, idX;yee, idXjoqs ) — Sinh mét chir ky siéu céy

Dau vao: Thong diép M, mam bi mat SK. seed, mam cong khai PK. seed, chi sb cy idx;yee, Chi SO 18 idxjeqy-
Dau ra: chir ky siéu cay SIG;

1: ADRS « toByte(0,32)

2: ADRS. setTreeAddress(idx;yee)

3: SIGemp < Xmss_sign(M, SK.seed, idx;.qf, PK. seed, ADRS)

4: S1Gyy < SIGpmy

5:root « xmss_karomSig(idxleaf, SIG¢mp, M, PK. seed, ADRS)

6: for j from1tod — 1 do

70 idXjeqr < idX¢ree mod 2

8. idXiree « ldXtree > h'

9:  ADRS.setLayerAddress(j)

10: ADRS.setTreeAddress(idx¢yee)

110 SIGgpp < xmss_sign(root, SK.seed, idx;.qf, PK. seed, ADRS)

12: SIGyr < SIGyr |l SIGgpmy,

13: if(j <d—1)then

14: root « xmss_karomSig(idxleaf, SIG¢mp, root, PK. seed, ADRS)

4 Trong HB-PQSignv1, théng diép M ma dwoc yéu cau ky bdi ht_sign la khéa cong khai FORS.
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15: end if
16: end for
17: return SIGy

6.2.3.2. Xac minh chir ky siéu cay

Qua trinh x&c minh chiy ky siéu cay hoat dong bang cach goi d 1an dén ham xmss_pkFromSig (Thuat toan 10)
va so sanh két qua v&i khda cong khai clia siéu cay. Ngoai théng diép M co dd dai n-byte va chir ky SIGyr,
ham ht_verify (Thuat toan 12) nhan cac dau vao khac la mam PK. seed va gia tri gbc PK. root tr khda cong
khai HB-PQSignv1, chi sb ctia cay XMSS tai tAng thap nhat ma da ky thong diép cé chi s6 idx,.., va chi sb
clia khéa WOTS* bén trong cdy XMSS ma da ky théng diép c6 chi sb IdXjeqr-

O mbi tAng, hodc théng diép M hodc khda cdng khai dworc tinh ra ctia cdp khda XMSS & tang dudi sé
dwoc cung cap cung véi chik ky XMSS phu hop dén ham xmss_pkFromSig dé& nhan dwoc khoa cong khai
XMSS & tang dang xét. Néu khéa cong khai XMSS dworc tinh ra clia cay & tng trén cung trung véi khéa cong
khai cta siéu cay, tirc gia tri PK. root, thi qua trinh xac minh dwgc xem la thanh cong.

Thuat toan 12 ht_verify(M, SIGyr, PK. seed, idX;yee, idXeqr, PK. ro0t) — Xac minh mot chir ky siéu cay

Dau vao: Thong diép M, chir ky SIG,,, mam cdng khai PK. seed, chi s Cay idx¢yee, ChisO 14 idx;e,f, khda cong
khai siéu cay PK.root

Pau ra: gia tri bool biéu thj qua trinh thanh cong hay that bai

1: ADRS « toByte(0,32)

2: ADRS. setTreeAddress(idX;ree)

3: SIG¢mp < SIGyr. getXMSSSignature(0)

4: node « xmss_karomSig(idxleaf, SIG¢mp, M, PK. seed, ADRS)
5:forjfrom1tod —1do

6: ldXjeqf < ldXtree mod 2h

7. idXtree < 1dXtree > M

8:  ADRS.setLayerAddress(j)

9:  ADRS.setTreeAddress(idx;yee)

10:  SIGgpy < SIGyr. getXMSSSignature())

11: node « xmss_karomSig(idxleaf, SIG¢mp, node, PK. seed, ADRS)
12: end for

13: if (node = PK.root) then

14:  return true

15: else

16: return false

17: end if
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6.2.4. Luoc db chivky FORS

FORS la mét lwge dd chiv ky mét vai lan ma duoc sir dung dé ky Ién gia tri bam cla théng diép ky trong HB-
PQSignv1. Khong gidng WOTS*, mét khda FORS ¢6 thé dwoc siv dung nhiéu hon mét 1an dé tao chiy ky, tuy
nhién d6 an toan clia né s& dan bj suy gidm khi sb lwong chir ky dwoc tao ra tang 1én.

FORS st dung hai tham sé: k va t = 2%. Khoa rieng FORS bao gém k tap, ma méi tap chira t chudi n-byte.
T4t c& nhirng chudi nay déu dwoc sinh gid ngau nhién tr mam SK. seed. Mdi tap trong s k tap ké trén sé duoc
tao thanh mét cay Merkle, va cac nut gbc clia cac cay sé dwoc badm cing nhau dé hinh thanh khéa cong khai
FORS. Mét chi¥ ky trén (k - a)-bit gia tri bam théng diép sé& bao gdbm k phan t& tr khoa riéng, trong dé méi
phan tir s& dwoc chon tlr mét tap riéng biét dwa trén cac a-bit clia gia tri bam théng diép, cung véi cac duwong
dan xac thuc ttr mdi phan t&r dén gbc clia cay Merkle twong &ng (xem Hinh 6).

Gia tri khda riéng (cay th 0) n-byte
AUTHPgs (cay thir 0) (a - n)-byte
Gia tri khoa riéng (cay thtr k — 1) n-byte
AUTHfGES (cay thee k — 1) (a - n)-byte

Hinh 6. Dinh dang di¥ liéu chir ky FORS
6.2.4.1. Sinh cac gia tri bi mat FORS

Ham fors_skGen (Thuat toan 13) sinh ra cac chudi n-byte cla céc khoa rieng FORS. Ham nay nhan dau vao
la SK. seed, PK. seed tir khda rieng HB-PQSignv1, mét dia chi ADRS, va mét chi s idx. Dia chi ADRS phai c6
kiéu FORS_TREE, va dia chi cay va dia chi cap khéa phai dwoc gan twong (rng véi chi sb clia khéa WOTS*
bén trong cay XMSS ma ky khéa FORS. Pia chi tAng phai dwoc gan bang 0. Chi sb idx & chi sé cla gia tri bi
mat FORS bén trong cac tap cay FORS.

Thuat toan 13 fors_skGen(SK. seed, PK. seed, ADRS, idx) — Sinh mt gia tri khoa riéng FORS

DAau vao: Mam bi mat SK. seed, mam cong khai PK. seed, dia chi ADRS, chi sb khéa bi mat idx.
Dau ra: gia tri khoa riéng FORS c6 d6 dai n-byte.

1: skKADRS « ADRS

2: sKADRS. setTypeAndClear(FORS PRF)

3: skADRS. setKeyPairAddress(ADRS. getKeyPairAddress())

4: skADRS. setTreelndex(idx)

5: return PRF(PK. seed, SK. seed, skADRS)

6.2.4.2. Tinh nut FORS

Ham fors_node (Thuét toan 14) tinh cac nit ctia mét cay Merkle. Thuat toan nay 1a gidng nhw ham xmss_node,
vai khac biét [a cac ndt 1a 1a cac gia tri bam clia cac gia tri bi mat FORS thay vi cac khéa cong khai WOTS*.

Ham fors_node nhan dau vao la SK. seed va PK. seed tr khda riéng HB-PQSignv1; mét chi sé nat muc tiéu i,
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ma la chi s clia nit dang duoc tinh; mét dd cao nit muc tiéu z, ma 1a dd cao bén trong cay Merkle clia nut
dang dworc tinh; va mét dia chi ADRS. Dia chi ADRS phai co dia chi ting dwoc gan bang 0 (vi cdy XMSS ma
ky moét khéa FORS luén nam & tang 0), dia chi cay dwoc gan twong ing véi cdy XMSS ma ky khoa FORS,
kiéu dia chi phai dwoc d&t la FORS_TREE, va dia chi cap khda dwoc gan bang chi s6 clia khéa WOTS™* bén
trong cay XMSS ma ky khéa FORS. Chi s va dd cao nit muc tiéu phaithdamanz < avai < k - 2(@=2,

Thuat toan 14 fors_node(SK.seed, i, z, PK. seed, ADRS) — Tinh m¢t nut cua cay con Merkle trong FORS

Dau vao: mam bi mat SK. seed, chi s6 ndt muc tiéu i, dd cao nut muc tiéu z, mam cong khai PK. seed, dia
chi ADRS.

Pau ra: chudi node co do dai n-byte la gia tri nat th i tai d6 cao z ctia cay con Merkle.
1:if z = 0 then

2: sk « fors_skGen(SK.seed, PK.seed, ADRS, i)

3: ADRS. setTreeHeight(0)

4. ADRS. setTreelndex(i)

5: node « F(PK.seed, ADRS, sk)

6: else

7 Inode < fors_node(SK.seed, 2i,z — 1, PK.seed, ADRS)

8: rnode « fors node(SK.seed, 2i + 1,z — 1, PK. seed, ADRS)

9: ADRS. setTreeHeight(z)

10: ADRS.setTreelndex(i)

11:  node « H(PK.seed, ADRS, lnode || rnode)

12: end if

13: return node

6.2.4.3. Sinh mét chir ky FORS

Ham fors_sign (Thuat toan 15) ky mét gia tri bam théng diép md cé do dai (k - a)-bit.> Ngoai gia tri bam thong
diép, ham fors_sign con nhan dau vao khéc la SK. seed va PK.seed tr khda riéng HB-PQSignv1 va mot dia
chi ADRS. Dia chi nay phai c6 dia chi tang bang 0 (vi cdy XMSS ma ky mét khdéa FORS Iuén nam & tang 0),
dia chi cay dwoc gan twong (ng vé&i cdy XMSS ma ky khda FORS, kiéu dia chi phai dwoc dét 1a FORS_TREE,
va dia chi cap khda dwoc gan bang chi sé clia khda WOTS* bén trong cdy XMSS ma ky khda FORS.

Ham fors_sign phan tach (k - a)-bit ciia md thanh k chui co do dai a-bit (dong 2), méi chudi trong s do biéu
dién mét sd nguyén trong khodng 0 dén t — 1. M&i sb nguyén nay dwoc st dung dé chon mét gia tri bi mat tir
mot trong k tap (hay k cay FORS) trong dong 4. V&i méi gia tri bi mat dwoc lwa chon, mét dwdng dan xac thuc
dwoc tinh va thém vao chi ky (cac dong 5 dén 9).

Thuat toan 15 fors_sign(md, SK. seed, PK. seed, ADRS) — Sinh m¢t chir ky FORS

Pau vao: Gia tri bam théng diép md, mam bi mat SK. seed, mam cong khai PK. seed, dia chi ADRS.

‘a

s D& thuan tién, ham fors_sign nhan dau vao la mét gia tri bam thong diép c6 do dai [%]-byte va trich
xuét (k - a)-bit dau tién dé ky.
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Dau ra: Chir ky FORS SIGrors

1: SIGpors < NULL

2:ind « base_2b (md,a, k)

3:forifromOtok—1do

4 SIGpors < SIGpogs |l fors_skGen(SK.seed, PK.seed, ADRS, i - 2¢ + ind[i])
5 forjfromOtoa—1do

6: s « |ind[i]/27| 1

7 AUTH%ORS [j] « fors_node(SK. seed,i- 2%/ +s,j,PK.seed, ADRS)
8: end for

9:  SIGpogs < SIGrogs | AUTHEgRs

10: end for

11: return SIGgggs

6.2.4.4. Tinh m{t khéa cong khai FORS tir mét chir ky

Viéc xac minh mét chir ky FORS bao gédm qua trinh tinh mét gia tri khéa cong khai tir gia tri bam théng diép va
chir ky. Qua trinh xac minh thanh céng néu gié tri khoéa cdng khai dung dwoec tinh ra. Tinh “ddng” dwoc
xac dinh bang cach xac minh chi ky siéu cay trén gia tri khéa céng khai dwoc tinh ra théng qua khoa
cong khai HB-PQSignv1. Muc nay mé t& ham fors_pkFromSig (Thuat toan 16) dung dé tinh mét khoa cong
khai FORS wng vién tr chir ky FORS va gia tri bam théng diép twong tng.

Ngoai gia tri bam théng diép md va mot chiv ky SIGzogs €6 do dai (k - (a + 1) - n)-byte, ham fors pkFromSig
con nhan cac dau vao khéac la PK.seed tir khoa cong khai HB-PQSignv1 va mét dia chi ADRS. Dia chi nay
phai cé dia chi tAng bang 0 (vi cay XMSS ma ky mot khéa FORS luén ndm & tang 0), dia chi cay dwoc gan
twong (rng véi cdy XMSS ma ky khda FORS, kiéu dia chi phai dwoc dat 1a FORS TREE, va dia chi cap khoa
dwoc gan bang chi sb clia khéa WOTS* bén trong cdy XMSS ma ky khdéa FORS.

Thuat toan 16 fors_pkFromSig(SIGyyrs, md, PK.seed, ADRS) — Tinh mdt khéa cdng khai FORS tcr théng diép
va mét chir ky FORS

Dau vao: chi» ky FORS SIG (s, gid tri bam théng diép md, mam cong khai PK. seed, dia chi ADRS.
Dau ra: khda cdng khai FORS pkgogs-
1:ind « base_2b (md,a, k)
2:forifromOtok —1do
3: sk « SIGgpgs. getSK(i)
ADRS. setTreeHeight(0)
ADRS. setTreelndex(i - 2% + ind[i])
node[0] « F(PK.seed, ADRS, sk)
AUTHEgrs < SIGrogrs. getAUTH(Q)
forjfrom0Otoa —1do

ADRS. setTreeHeight(j + 1)
10: if (|ind[i]/2/] mod 2 == 0) then

4
5
6:
7.
8
9
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11: ADRS. setTreelndex(ADRS. getTreelndex()/2)

12: node[1] « H(PK.seed, ADRS, node[0] Il AUTHogs[j])
13: else

14: ADRS. setTreelndex((ADRS. getTreelndex() — 1)/2)
15: node[1] « H(PK.seed, ADRS, AUTH}ogs (/] Il node[0])
16: end if

17: node[0] <« node[1]

18: end for

19:  root[i] « node[0]

20: end for

21: forspkADRS < ADRS

22: forspkADRS. setTypeAndClear(FORS ROOTS)

23: forspkADRS. setKeyPairAddress(ADRS. getKeyPairAddress())
24: pkrors < T (PK.seed, forspkADRS, root)

25: return pkrogs.

6.3. Cdc thuéat todn chir ky sé HB-PQSignv1

HB-PQSignv1 dwoc hinh thanh tr sw két hop gitra siéu cay va cac khéa FORS. Khéa riéng HB-PQSignv1
chira mot gia tri mam bi mat va mot khda PRF bi mat. Khda cong khai bao gdm mdt mam cong khai PK. seed
va gia tri nut gbc clia siéu cay. Mét chir ky HB-PQSignv1 duoc tao bang cach bam thong diép, sau dé siv dung
mot phan gia tri bam nhan dwoc dé lwa chon khda FORS, phan con lai clia gia tri bam théng diép ky véi khoa
FORS dwoc lwa chon, va tiép theo sinh mét chiv ky siéu cay cho khda (cong khai) FORS duorc Iwa chon. Cac
tham s6 cho HB-PQSignv1 duoc quy dinh tuan theo cac thanh phan WOTS*, XMSS, siéu cay, va FORS (xem
Muc 8).

HB-PQSignv1 st dung mét tham sé bd sung m, ma la kich thudc theo byte clia gia tri bam thong diép. Tham
s6 nay dwoc tinh theo cong thir:
_[A=R] L[ +[k-a
™= 8 8

HB-PQSignv1 st dung h-bit (thudc |~ + [ |-byte cudi) ctia gia tri bam thong diép @& lya chon mot khoa
FORS. Trong d6 (h — h')-bit dé lwa chon mot cay XMSS tai tAng th&p nhét, h’-bit dé Iwa chon mot khéa WOTS*
va khéa FORS twong (rng tr cady XMSS d6. Phan dwoc ky béi khéa FORS dwoc chon chinh 1a (k - a)-bit

(thude r%a]-byte dAu tien bén trai) clia gia tri bam thong diép. Do chi cé h + k - a bit dworc st dung, viéc trién

khai dwoc don gidn hoa bang cach trich xuét cac bit can thiét ti mét gia tri bdm cé kich thwére Ién hon déi chut.
Muc nay mé ta cac thuat toan cho viéc sinh khoa, sinh chir ky va xac minh chir ky trong HB-PQSignv1.

6.3.1. Thuét toan sinh khéa HB-PQSignv1

Céc khda cong khai HB-PQSignv1 bao gébm hai thanh phan (xem Hinh 7). Dau tién la mét mam céng khai

PK. seed c6 kich thudc n-byte, ma dwoc st dung trong cac lan goi ham bam dé cung cap sw phan tach mién
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gilra cac cap khéa HB-PQSignv1 khac nhau. Gia tri thir hai la khéa cong khai siéu cay PK. root (nghia la gia
tri nut gbc clia cdy XMSS & tang cao nhét) co dd dai n-byte. PK.seed phai dwoc sinh bang thuat toan sinh bit
ngau nhién dwoc chuan héa, ma & dé phién ban cu thé ctia bd sinh sé gia ngau nhién hé tro mirc d6 an toan
t6i thiéu 8n-bit.

PK.seed n-byte

PK.root n-byte

Hinh 7. Khoa céng khai HB-PQSignv1

SK. seed n-byte

SK prf n-byte

PK. seed n-byte

PK.root n-byte

Hinh 8. Khoa riéng HB-PQSignv1

Khéa riéng HB-PQSignv1 bao gdm hai gia tri bi mat, ngau nhién cé dé dai n-byte (xem Hinh 8).
SK.seed dwgc sir dung dé sinh tat ca cac thanh phan khéa rieng FORS va WOTS*. SK.prf dwoc
str dung dé sinh moét gia tri giup ngdu nhién héa phép bam théng diép trong HB-PQSignv1. Khoéa
riéng ciing bao gébm modt ban sao khoa céng khai. Ca SK.seed va SK.prf déu phai dwoc sinh bang
thuat toan sinh bit ngdu nhién dwoc chuin héa, ma & dé phién ban cu thé cha bo sinh sb gia
ngau nhién hd trg mirc d6 an toan tdi thiéu 8n-bit. Qua trinh sinh cap khéa HB-PQSignv1 duoc
thé hién thong qua Thuat toan 17.

Thuat toan 17 hbpgs_keygen() — Sinh mét cap khdéa HB-PQSignv1

DPau vao: (khong cé dau vao)

Dau ra: cap khéa HB-PQSignv1 (SK, PK)
$
1: SK.seed < B"
$
2: SK.prf « B"

3: PK.seed i B"

4: if ((SK.seed == NULL) V(SK. prf == NULL) V(PK.seed == NULL)) then

5: return L

6: end if

7: ADRS « toByte(0,32)

8: ADRS. setLayerAddress(d — 1)

9: PK. root < xmss_node(SK.seed, 0, h’, PK. seed, ADRS)

10: return cap khoa ((SK. seed, SK. prf, PK. seed, PK. root), (PK. seed, PK. root))
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6.3.2. Thuat toan sinh chi ky HB-PQSignv1

Mat chi» ky HB-PQSignv1 bao gdbm mét chudi ngdu nhién héa, mét chir ky FORS, va mét chiy ky siéu cay,
nhw dworc chi ra trong Hinh 9.

Gia tri ngdu nhién R n-byte

Chi ky FORS SIGgogs (k- (1 +a) - n)-byte

Chr ky siéu cay SIGy ((h +d - len) - n)-byte

Hinh 9. Dinh dang chir ky HB-PQSignv1

Viéc sinh mot chir ky HB-PQSignv1 dworc thie hién thdong qua ham hbpgs_sign (Thuat toan 18) duéi day.
Dau vao clia ham nay Ia thong diép M, khda riéng SK va mot gia tri ngau nhién bb sung addrnd. Trong do,
addrnd phai 1a mét gia tri ngau nhién n-byte va phai dwoc sinh mét cach ly twédng bdi mét bd sinh bit
ngau nhién dwoc chuan hoa.

Thuat toan 18 hbpqgs_sign(M, SK, addrnd) — Sinh mét chir ky HB-PQSignv1

Pau vao: Thong diép M, khoa riéng SK = (SK.seed, SK. prf, PK. seed, PK. root) va mét gia tri ngau nhién bd
sung addrnd.

Dau ra: Chir ky HB-PQSignv1 SIG.

1: ADRS « toByte(0,32)

2: opt_rand < addrnd

3: R « PRF,,;,(SK. prf,opt_rand, M)
4:SIG < R

5. digest « Hys4 (R, PK. seed, PK.root, M)

6:md « digest [0: [<*||

7:tmp_idxeree < digest || [57] + [

8:tmp_ ldxleaf(_dlge‘gt” ] [h h/d][ ] [h h/d] [sd”

9: idXtree < tolnt (tmp_idxtree, [%D mod 2h~"/4

10: idXjeqr ¢ tolnt (tmp_idxleaf, [%D mod 24

11: ADRS. setTreeAddress(idXsyee)

12: ADRS. setTypeAndClear(FORS TREE)

13: ADRS. setKeyPairAddress(idxleaf)

14: SIGpors < fors_sign(md, SK. seed, PK.seed, ADRS)

15: SIG « SIG Il SIGrogs

16: pkrors < fors pkFromSig(SIGrgrs, md, PK.seed, ADRS)

17: S1Gy <« ht_sign(kaORs, SK.seed, PK.seed, idx;yee, idxleaf)
18: SIG « SIG Il SIGyy
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19: return SIG

6.3.3. Thuét toan xac minh chir ky HB-PQSignv1

Gidng nhuw thuat toan sinh chi¥ ky, thuat toan xac minh chi@ ky HB-PQSignv1 (Thuat toan 19) bat dau
bang cach tinh mét gia tri bam théng diép (dong 8); va sau dé trich xuét thanh phan duwoc ky md (dong
9), chi s6 idx;,., (cac dong 10 va 12), va idxeqr (Cac dong 11 va 13) tr gia tri bam. Mot khda cong khai
FORS (rng vién sau doé duogc tinh (dong 17), va chi ky trén khéa FORS dwgc xac minh (dong 18). Néu
qua trinh xac minh chir ky nay thanh céng, thi khdéa cong khai FORS chinh xac da dwgc tinh, va chir ky
SIG trén thong diép M |a hop 1€.

Thuat toan 19 hbpgs_verify(M, SIG, PK) — Xac minh mét ch&r ky HB-PQSignv1

Dau vao: Thong diép M, chiv ky SIG, khda cdng khai PK = (PK. seed, PK. root)
Dau ra: gia tri bool biéu thi qua trinh thanh céng hay that bai

1:if|SIG| #(1+k-(1+a)+h+d-len) - nthen

2:  return false

3: end if

4: ADRS « toByte(0,32)

5: R « SIG.getR()

6: SIGors < SIG. getFORSSignature()

7. SIGyr « SIG. getHTSignature()

8: digest « Hps4(R, PK. seed, PK.root, M)

9:md « digest [0: [%”

10: tmp_idXipee < digest Hk?a] : [k?a] + [h—:/d”

stmn g gt 2]+ 2] 22 24+ 2]

12: idX;yee < tolnt (tmp_idxtree, [h_Th/dD mod 2"-h/@

13: idXjeqy < tolnt (tmp_idxleaf, [&D mod 2"/4

14: ADRS. setTreeAddress(idXsyree)

15: ADRS. setTypeAndClear(FORS TREE)

16: ADRS. setKeyPairAddress(idxleaf)

17: pkrors < fors_pkFromSig(SIGgyrs, md, PK.seed, ADRS)

18: return ht_verify(kaORS, SIGyr, PK.seed, idXyee, idXieqr, PK. root)

7. Khuyén céo vé cac trwong hop stv dung
Muc nay trinh bay cac trwéng hop st dung dbi véi thuat toan chiv ky s6 HB-PQSignv1 ma cé thé dwoc
trién khai trong méi trwdng thue té. Trong d6, cac thuat toan sinh chi¥ ky va xac minh chir ky ng véi
tirng trrong hop st dung sé dwoc dac ta dwa trén thuat toan sinh chir ky va xac minh chir ky ctia HB-
PQSignv1 (ma da dwoc dac ta trong Muc 6.3).
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Trong pham vi cla tiéu chuan nay, cé 03 trwdng hop st dung cla thuat toan chir ky sé6 HB-PQSignv1
dwoc khuyén céo sir dung:

— HB-PQSignv1 dang “nguyén ban”, nhin chung, day la phién ban sé thuwong dwoc str dung trong cac
tinh huéng thuc t&. O dang nay, HB-PQSignv1 sé& dwoc str dung dé ky va xac minh tryc tiép lén noi
dung cta théng diép can ky.

— HB-PQSignv1 dang “bam truwéc”, 1a mot cach siv dung khac ctia HB-PQSignv1. O dang nay, HB-
PQSignv1 sé dwoc st dung dé ky va xac minh truc tiép 1&n gia tri bdm noi dung clia théng diép can ky.
Cach st dung nay phu hop dé trién khai HB-PQSignv1 trong mét s6 mé-dun méat ma cé bd nhé bi
han ché.

— HB-PQSignv1 dang “ky bé”, 1a cach str dung HB-PQSignv1 gitip cung cap chi¥ ky cho nhiéu théng
diép cung luc véi chi phi tinh toan twong dwong véi mét 1an ky théng thwdng. Dang st dung nay
ctia HB-PQSignv1 phu hop dé trién khai trong cac yéu cau hiéu nang ky cao.

Trong ca ba dang ké trén, cac cdp khéa dwoc sinh ra tuan thd ding theo thuat toan sinh khoéa ctia HB-
PQSignv1. Biém khac biét ctia nhirng trrng hop st dung nay chinh la & déc ta cha cac thuat toan sinh
ch ky va xac minh ch ky. Trong cac Muc 7.1, 7.2 va 7.3 duwéi day, tiéu chuan nay sé trinh bay cac thuat
toan sinh chir ky va xac minh chir ky (rng véi tirng trwong hop st dung HB-PQSignv1 theo dang nguyén
ban, bdm trwdc va ky bé. Lwu y rang, trong cac thuat toan dé cé st dung mét chudi nglv canh ctx (voi
do dai téi da 255-byte), ma do tirng (rng dung cu thé quy dinh. (Theo méc dinh chudi ctx 1a réng).

7.1. Str dung thuéat toan chir ky HB-PQSignv1 dang nguyén ban
7.1.1.  Sinh chir ky HB-PQSignv1 dang nguyén ban

Trong phién ban nguyén ban, ndi dung dir liéu ky dwoc ndi thém vao dang trude bdi 1-byte biéu dién chudi
phan tach mién st dung, 1-byte biéu dién dé dai cta chudi ctx, va chubi ctx. Chudi phan tach mién str dung
(mang gia tri 0 d6i v&i thuat toan sinh chi¥ ky nguyén ban) duoc thém vao dé tranh cac chiv ky theo cac dang
str dung khac dwgc xac minh mét cach hop 1é giéng nhw cac chir ky nguyén ban va nguorc lai. Trong tridng
hop mac dinh ma & do chudi ctx la réng, ham ky nguy&n ban don gian thue hién thém hai byte 0 vao trudc noi
dung can ky, sau do truyén két qua do cho ham hbpqs_sign cung véi khéa bi mat, va mét gia tri ngau nhién
addrnd c6 d6 dai n-byte.

Thuat toan 20 pure _hbpgs_sign(M, ctx, SK) — Sinh mét chir ky HB-PQSignv1 dang nguyén ban

Pau vao: Théng diép M, chubi ctx, khoa riéng SK.
Dau ra: chir ky HB-PQSignv1 dang nguyén ban SIG.
1:if |ctx| > 255 then

2: return L

3: end if

4: addrnd i B"

5: if (addrnd == NULL) then

6: return L

7:end if

8: M' « toByte(0,1) || toByte(|ctx|,1) Il ctx | M
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9: SIG « hbpgs_sign(M’, SK, addrnd)
10: return SIG

7.1.2.  Xac minh chir ky HB-PQSignv1 dang nguyén ban

Thuat toan 21 dac ta ham xac minh chir ky HB-PQSignv1 theo dang nguyén ban (pure_hbpgs_verify). Thuat
toan nay xay dwng M’ theo cach twong tw nhw Thuat toan 20, va chuyén thong diép M’ nhan dwoc cho ham
xac minh hbpgs_verify theo HB-PQSignv1 dé dua ra két qué xac minh.

Thuat toan 21 pure_hbpqgs_verify(M, SIG, ctx, PK) — Xac minh mét chi¥ ky HB-PQSignv1 dang nguyén ban

Dau vao: Thong diép M, chi ky SIG, chubdi ctx, khoa céng khai PK.
Dau ra: gia tri bool bidu thi qua trinh thanh cong hay thét bai.

1:if |ctx| > 255 then

2: return false

3: end if

4: M' « toByte(0,1) || toByte(|ctx|, 1) Il ctx | M

5: return hbpgs_verify(M’, SIG, PK)

7.2. Str dung thuat toan chi ky HB-PQSignv1 dang bam trwéc
7.2.1. Sinh chir ky HB-PQSignv1 dang bam truéc

Theo dang bam truérc, thong diép dau vao cho ham sinh chir ky hbpgs_sign clia HB-PQSignv1 1a két qua cla
viéc ap dung ham bam I1&n ndi dung dir liéu ky, sau d6 duoc ndi thém vao dang trudc bdi 1-byte biéu dién
chudi phan tach mién str dung, 1-byte biéu dién d6 dai ctia chubi ctx, chudi ctx, va mét dinh danh chi ky sid.
Chudi phan tach mién str dung mang gia tri 1 d6i v&i thuat toan sinh chi ky dang bam trudc HB-PQSignv 1
dang bam trwéc, va dinh danh chir ky sid la mét gia tri dwoc sinh ng4u nhién.

Thuat toan 22 hash_hbpqgs_sign(M, ctx, SK) — Sinh mét chir ky HB-PQSignv1 dang bam trudéc

Pau vao: Théng diép M, chudi ctx, khoa riéng SK.
Dau ra: Chir ky HB-PQSignv1 dang bam truéc SIG
1:if |ctx| > 255 then

2. Return L

3: end if

4: addrnd : B"

5:if (addrnd == NULL) then

6: returnl

7: end if

8: sid & B2

9: hy, < PH(sid, toByte(0,1), M)

10: M’ « toByte(1,1) Il toByte(|ctx|, 1) Il ctx |l sid Il hy,
11: SIGhppgs < hbpgs_sign(M’, SK, addrnd)
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12: return SIG = (sid, SIGpppgs)

7.2.2. Xac minh chir ky HB-PQSignv1 dang bam trwéc

Thuat toan 23 dac ta ham xac minh chir ky HB-PQSignv1 theo dang bam trwéc (hash_hbpgs_verify). Thuat
toan nay xay dwng M’ theo cach twong tw nhw Thuét toan 22, va chuyén théng diép M’ nhan dwoc cho ham
xac minh hbpgs_verify theo HB-PQSignv1 dé dua ra két qua xac minh.

Thuat toan 23 hash _hbpqgs_verify(M, SIG, ctx, PK) — Xac minh mét chir ky HB-PQSignv1 dang bam trudéc

Déu vao: Thong diép M, chir ky SIG = (sid, SIGpppqs ) chubi ctx, khda cong khai PK.
PAau ra: gia tri bool biéu thj qua trinh thanh cong hay that bai.

1:if |ctx| > 255 then

2: return false

3: end if

4: hy, < PH(sid, toByte(0,1), M)

5:M' « toByte(1,1) |l toByte(|ctx|, 1) Il ctx |l sid Il hy

6: return hbpgs_verify(M’, SIGhbpgs PK)

7.3. Str dung thuat toan chi ky HB-PQSignv1 dang ky bé
7.3.1. Sinh chir ky HB-PQSignv1 dang ky b6

Thuat toan 24 dic ta ham sinh chi ky HB-PQSignv1 dang ky bé (batch_hbpgs_sign). O d6, moét
danh sach théng diép can ky, chudi ctx va khda riéng SK sé& dwoc sir dung nhw dau vao cla thuat
toan nay. Cac théng diép dau vao sé duoc sir dung dé tao mét cay bam Merkle, gia tri géc clha
cay nay dwoc nbi thém vao dang trudc bdi 1-byte biéu dién chudi phan tach mién s dung, 1-
byte biéu dién d6 dai ciia chudi ctx, chudi ctx, moét dinh danh chir ky sid; va dwgc thém vao dang
sau b&i 2-byte biéu dién sé lwong théng diép trong mdi 1an ky bo. Két qua nay dwoc dwa vao
ham sinh ch ky hbpgs_sign nhw thédng diép dau vao. Lwu y rang, chudi phan tach mién st dung
mang gia tri 2 d6i v&i thuat toan sinh chi¥ k HB-PQSignv1 dang ky bé; dinh danh chi ky sid la
mot gia tri dwoc sinh ngau nhién; va gia tri N phai |a |0y thira ctia 2 thod man diéu kién 1 < N <
28,

Thuat toan 24 batch hbpqs_sign(My, My, ..., My_4, ctx, SK) — Sinh mét chir ky HB-PQSignv1 dang Ky b6

Pau vao: Danh sach thdong diép My, M4, ..., My _4, chubi ctx, khoa riéng SK.

DAu ra: Danh sach chi ky HB-PQSignv1 dang ky b (BSIGp,, BSIGyy,, ..., BSIGy,, . ).
1:if |ctx| > 255 then

2: return L

3: end if

$
4: addrnd < B"
5: if (addrnd == NULL) then

6: return L
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7: end if

8 sid & B2

O:forlfromOtoN — 1 do

10: Tree[0,1] « PH(sid, toByte(0,1) || toByte(l, 1), M;)
11: end for

12: high < log,(N)

13: for i from O to high — 1 do

14: for j from 0 to 2"9"~i-1 _ 1 do

15: Inode « Treeli, 2j]

16: rnode « Tree[i,2j + 1]

17: Treeli + 1,j] « PH(sid, toByte(i + 1,1) |l toByte(j, 1), lnode |l rnode)
18: end for

19: end for

20: Rootggscn < Treelhigh, 0]

21: M’ « toByte(2,1) |l toByte(|ctx|, 1) Il ctx |l sid Il Rootggtcn Il toByte(N, 2)
22: SIGpppgs < hbpgs_sign(M’, SK, addrnd)

23:forlfromOto N — 1 do

24:  AUTH « []

25: for i from O to high — 1 do

26: j < |1/2Y

27: if j == 0 mod 2) then

28: AUTH[i] « Tree[i,j + 1]
20: else

30: AUTH[i] « Treeli,j — 1]
31: end if

32 end for

33:  BSIGy, « (sid, N, 1, SIGhppqs, AUTH)
34: end for

35: return (BSIGy,,, BSIGyy,, ..., BSIGy,,_,)

7.3.2. Xac minh chir ky HB-PQSignv1 dang ky bo

Thuat toan 25 dac ta ham xac minh chir ky HB-PQSignv1 theo dang ky bé (batch_hbpgs_verify). Thuat toan
nay xay dwng M’ bang cach khéi phuc gia tri bam gbc tiv théng diép kiém tra va thanh phan dwdng dan xac
thwe cha chiy ky, va sau do dwoc ghép ndi theo cach twong tw nhw Thuat toan 24. Sau d6, thong diép M’
dwoc chuyén cho ham xac minh hbpgs_verify theo HB-PQSignv1 dé dwa ra két qua xac minh.
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Thuéat toan 25 batch _hbpgs_verify(M, BSIG, ctx, PK) — Xac minh mét chiz ky HB-PQSignv1 dang ky bé

Déu vao: Thong diép M, chir ky BSIG = (sid, N, I, SIGyppqs, AUTH), chubi ctx, khda cong khai PK.
Dau ra: gia tri bool biéu thi qua trinh thanh cong hay that bai.

1:if |ctx| > 255 then

2: return false

3: end if

4: node « PH(sid, toByte(0,1) |l toByte(l,1), M)

5: high < log,(N)

6: for i from O to high — 1 do

7 |2

8: if j == 0 mod 2) then

o: node « PH(sid, toByte(i + 1,1) |l toByte(|j/2], 1),node || AUTH[i])
10: else

11: node « PH(sid, toByte(i + 1,1) |l toByte(|j/2],1), AUTH[i] Il node)
12: endif

13: end for

14: M' « toByte(2,1) |l toByte(|ctx|, 1) Il ctx |l sid |l node || toByte(N, 2)

15: return hbpgs_verify(M’, SIGpppqs, PK)

8. Quy dinh vé tham s6 va thuat toan mat ma

Muc nay sé& quy dinh bd tham sb va thuat toan mat ma dworc trién khai trong thuat toan chiv ky s6 HB-
PQSignv1.

8.1. Quy dinh bé tham s6 mat ma

Trong bang duwdi day, tiéu chudn dic td cac bd 8-tham sd HB-PQSignv1 véi cac thanh phan
(n, h,d, k', a, k,w,m) dwoc st dung trong thuat toan chir ky s6 HB-PQSignv1 theo cac mirc an toan t6i thiéu
128-bit cb dién (twong trng 64-bit lwong tdr) va 192-bit cb dién (twong rng 96-bit lwgng tdr). Cac bd tham sb
nay dwoc dat tén theo quy tac sau: moét tién t6 “HB” dwoc dat & dau, tiép theo 1a mirc an toan cb dién toi
thiéu, log, clia sb 1an ky t6i da va mét chiv cai thé hién mirc dd wu tién (cu thé ‘f thé hién bd tham sé wu tién
tdc do sinh chiy ky, ‘s’ thé hién bd tham sb wu tién kich thudc chir ky nhd va ‘b’ thé hién bo tham sb can bang
gitva hai yéu tb trén). Ngoai ra, cac ky hiéu bitsec, gbitsec va g, twong (rng thé hién mirc an toan cb dién,
mUrc an toan lwong tlr va sé lwong truy van ky tdi da di véi tirng bd tham sb.

n h d h' a k w m qs bitsec gbitsec
HB-128-20f 24 22 11 2 6 56 16 46 | 220 166 80
HB-128-20s 24 24 3 8 11 20 16 31 220 167 81
HB-128-20b 24 24 6 4 7 37 16 37 | 220 166 80
HB-128-48f 24 50 25 2 6 56 16 49 | 248 138 66
HB-128-48s 24 48 6 8 13 18 16 36| 248 139 67
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HB-128-48b 24 52 13 4 8| 30| 16| 37| 2% 139 67
HB-128-54f 24 56 28 2 9| 27| 16| 39| 2 133 64
HB-128-54s 24 56 7 8| 13| 17| 16| 35| 25 133 64
HB-128-54b 24 56 14 4 9| 27| 16| 39| 2> 133 64
HB-192-20f 32 22 11 2 60| 16| 57| 2% 230 112
HB-192-20s 32 24 8| 11| 27| 16| 41| 2% 231 113
HB-192-20b 32 20 4 5 53| 16| 56| 2% 230 112
HB-192-48f 32 50 25 2 7| 60| 16| 60| 2% 202 98
HB-192-48s 32 48 6 8| 12| 28| 16| 48| 2%8 203 99
HB-192-48b 32 48 12 4 8| 53| 16| 60| 2*8 202 98
HB-192-54f 32 57 19 3| 10| 32| 16| 48| 25 197 96
HB-192-54s 32 56 7 8| 14| 21 16| 44| 2> 197 96
HB-192-54b 32 56 14 4] 11| 29| 16| 48| 2 197 96

8.2. Quy dinh thuéat toan mat ma

Trong muc nay, tiéu chuan dua ra quy dinh vé cac bd thuat toan mat ma dwoc st dung. Sau dé, tiéu

chuén ciing d&c ta chi tiét cach thiét 1ap dbi véi cac ham bam va gia ngau nhién cho HB-PQSignv1.

8.2.1. BO thuat toan mat ma

Muc nay liét ké cac tham sb va thuat toan mat ma s dung trong tiéu chuan nay cho thuat toan chi ky

HB-PQSignv1.
Thuat toan Chu giai
Thuat toan ham bam

SHA3-256 Ham bam cAu tric Sponge c6 d6 dai dau ra 256-bit theo tiéu chudn TCVN 11816-
3:2017 Cong nghé thdng tin — Cac ky thuat an toan — Ham bam — Phan 3: Ham
bam chuyén dung.

SHA3-512 Ham bam cAu tric Sponge c6 d6 dai diu ra 512-bit theo tiéu chudn TCVN 11816-
3:2017 Cong nghé théng tin — Cac ky thuat an toan — Ham bam — Phan 3: Ham
bam chuyén dung.

B sinh sé ngau nhién/gia ngiu nhién

HMAC_DRBG Bo6 sinh sb ngdu nhién/gid ngau nhién HMAC_DRBG theo tiéu chudn TCVN
12853:2020 Cbng nghé théng tin - Cac ky thuat an toan — B tao bit ngau nhién.

HDRBG B6 sinh s6 ngau nhién/gia ngau nhién HDRBG theo tiéu chudn TCVN 12853:2020

Cong nghé thong tin - Cac ky thuat an toan — B6 tao bit ngau nhién.

8.2.2. Trién khai cho cac ham bam va gia ngau nhién

Déi v&i cac ham dwoc st dung chung cho HB-PQSignv1, tiéu chuan quy dinh trién khai cac ham nay

theo thiét lap sau:

H,,54(R, PK.seed, PK.root, M) = Trunc,, (SHA3-512(R || PK.seed || PK.root || M))

PRF(PK.seed, SK. seed, ADRS) = Trunc,(SHA3-256(SK.seed || PK.seed || ADRS))
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PRF,;5,(SK. prf, opt_rand, M) = Trunc,(SHA3-256(SK. prf || opt_rand || M))
F(PK.seed, ADRS, M;) = Trunc,(SHA3-256(PK.seed || ADRS || M;))
H(PK.seed, ADRS, M,) = Trunc, (SHA3-256(PK.seed || ADRS || M,))

T,(PK.seed, ADRS, M,) = Trunc, (SHA3-256(PK.seed || ADRS || M,))

Ngoai ra, déi v&i cac dang bam trwéc va ky bo, ham PH (v&i cac dau vao l1a dinh danh chiv ky sid, thanh
phan diéu chinh TW va théng diép diu vao M*) trong cac Thuat toan 22, Thuat toan 23, Thuat toan 24,
Thuat toan 25 dwoc thiét 1ap bdi ham bdm SHA3-512 nhw sau:

PH(sid, TW, M*) = SHA3-512(sid | TW || M*)
Luu y: Trén day 1 trién khai clia cac ham PRFyy,sg, Hypnsg, PRF, Ty, H, F va PH theo thé hién clia ho ham SHA3.
9. M6t sd yéu cau bb sung
Dwéi day 1a mot sb yéu ciu bd sung dé ngan chdn mét sb nguy co tAn cong khi trién khai thuat toan chir
ky s6 HB-PQSignv1.
Yéu cau 1: Cac khda riéng ctia mbi ngwdi dung can dwoc lwu trik trong cac thiét bj bdo mat an toan.
Yéu cau 2: Cac di¥ liéu dwoc str dung ndi bd bdi thuat toan sinh khoéa va thuat toan sinh chir ky trong
cac budc tinh toan trung gian can dwoc x6a mot cach an toan dé tranh ké tan cong cé thé thu thap thong
tin vé khoa riéng va tir do lam suy yéu d6 an toan cua thuat toan chir ky sé HB-PQSignv1.
Yéu cau 3: Cac phép |4y ngau nhién dwoc st dung trong cac thuat toan trong tiéu chuan nay phai dwoc
thwe hién bang bd sinh sé gid ngau nhién/gid ngau nhién (dwoc quy dinh trong Muc 8.2.1) va phai c6
mtrc an toan téi thiéu bang véi dd dai dau ra ctia chudi can sinh.
Yéu cau 4: Dbi v&i cac rng dung dong thoi trién khai cac dang khac nhau clia thuat toan chiv ky s6 HB-
PQSignv1, cac cdp khoa cho mbi dang st dung phéi phan biét.
Yéu cau 5: Viéc trién khai HB-PQSignv1 trén céac thiét bj chuyén dung can dam béo khang dworc cac tan
cong gay 16i va tAn cong kénh ké.
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Phu luc A
(quy dinh)
Vecto kiém tra cho HB-PQSignv1
Phan phu luc nay trinh bay két qua vecto kiém tra dbi véi qua trinh ky HB-PQSignv1 b&i ham hbpgs_sign.
Do vecto kiém tra cé kich thwéc Ion, vi vay chi cac b tham sb HB-128-48f, HB-192-20f dworc trinh bay
chi tiét; doi véi cac bé tham sb con lai, vecto kiém tra dwoc trinh bay dwéi dang tom tat.

A.1. B4 tham s6 HB-128-20f

Bo tham so:

n h d h' a k w m | sk_size | pk_size sig_size
HB-128-20f | 24 22| 11 2 6| 56 16 46 96 48 23424

Két qua sinh khoa

Céc gia tri sinh bang b6 sinh s6 ngau nhién

SK.seed DFAG6CFEEQ671D492E3D9C39FC7480231EA900DDD91DOA35
SK.prf E414D4ES8EAC463004E7B8D26EE54005C807BC833DCA4DDFA
PK.seed 326CE873302DA3651D5AE46F041C092DFAC318E3F7E99ED4
Tinh PK.root

PK.root | 6193F2B8594D91DC91543AFD39D8EAG6192D102C2BEFCC26

Két qua sinh chi¥ ky: Théng diép ky (d6 dai 128 byte) va gia tri addrnd dwoc sinh bang bd sinh sé ngau
nhién dwgc st dung trong qua trinh sinh vecto kiém tra.

Théng diép | 82E538F57AD742C5AC1A18CA6329A2D39832658A4C149960BA41B3D16AD95CEALIB2CBA1C2C2
(128 bytes) 249EA83D3F1DA2AB9796E674F803B4218F5A087AD51C488528A9C74ACECOCOFFD5D5AA45D0D
71D7BFOA3F1EDC566AE4612EF1557F3B11A9768DFAFO4BAE7CCBFF7AB65E6FCE2DD45FBA37A
5880AFDCAEFD64C42CFC748F1880C87

addrnd 1E6518D9BE91965799A010457 2CDE5DF EEQ788BDDA2BF8D7
Chir ky SDEE959E17722C21103AD2EC3542FFC7561ED4OF 99088592
(23424 553006A3CE7C44FD280B7413422CBO4G20EACD599861960A
bytes) 65E6AD2CB3A2AF 24D568E6310439D87A5AA81ECAADE77535

994653E0C3030F7FB597FC5311CD5CF7AC4940A8D6BFBE43
2113886229C6(80525156766CAB50BC05224C21AFEEDCB7C

A.2. Bd tham s6 HB-128-20s

Bo tham sé:

n h d h' a k w m | sk_size | pk_size sig_size
HB-128-20s | 24 24 3 8| 11| 20 16 31 96 48 10032

Két qua sinh khoa

Céc gia tri sinh bang bd sinh sd ngdu nhién

SK.seed CE5853AED55C9E47CD8FE13F1881508D24B0989A9FD7D892
SK.prf C169D71B2D3E36F77EE8875BE8293FC2B8C951956DE948C1
PK.seed 8BF3ABE5898D65C5FC83D4CBF7AFA484EECAD3B4AC7266A70
Tinh PK.root

PK.root | 6CD5E4161EEE3329AD7AB79A5BOA92504B95312ADAD47726

Két qua sinh chir ky: Théng diép ky (d6 dai 128 byte) va gia tri addrnd dwoc sinh bang bd sinh s6 ngau
nhién dwoc st dung trong qua trinh sinh vecto kiém tra.

Théng diép E43E269AF58BA9973CC65A4369B7CB8DB70EQ6BBDFADSES1F3A7930278D198C1A757854769D
(128 bytes) | 67EA9771BCD2653B941FQ3E57075EDF1CA3FOE2F888CEEF5C8ODE9FA36470C225B849399E74
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CF827E2973CC25222897FA5DAA143D5F19300D5D5FBE7EQFE840927CE1OFE3C685364CBO2DA
6965F541767B4CC85DO4955AED6FA62

addrnd 6F947C80900E780C88779136D1DA92178DADSEB2FF25C15F
Chir ky 71FD73EES5A4D3D8AB1B48191F3259F4A6155D3B507CC6503
(10032 1D830C15474D4F067DA303609EA218D63C37352B9F17F55F
bytes) 6B707E1EDCOD769B442E477ED7A52A5AC99034A03EEDASAC

082E459F8B42D9A4CAFEC2EQ1ESEF2C903105365A8D45D2E
17072EE6E5D2524AA59FCBFAC57E5117D48CA7B4AF43440E

A.3. Bd tham s6 HB-128-20b

Bo tham sb:

n h d h' a k w m | sk_size | pk_size sig_size

HB-128-20b

24| 24 6 4 7] 37 16 37 96 48 15048

Két qua sinh khoa

Cac gia tri sinh

bang bd sinh s6 ngau nhién

SK.seed 1E96F85A7D951BB22886C82DBOD17FA362C16CED529COELF
SK.prf 1AB2F29DCE58A179ABOOCOAAOF1DE758E563803CECOE6064
PK.seed 7E3FC9525A28528037CBD51908FB5D91099F2870E66A1ESB
Tinh PK.root

PK.root | ©296A5D947B10DE529322DC6616EQ3BD697C6798CD947C63

Két qua sinh chi¥ ky: Théng diép ky (d6 dai 128 byte) va gia tri addrnd dwoc sinh bang b sinh sé ngau

nhién dwoc st dung trong qua trinh sinh vecto kiém tra.

Thoéng diép
(128 bytes)

77F23871275214DCBFECDACF7BA98BBD1ESEF30FFOA4E1B508A767436984647453185546ADB
567494F419D5D43B408C226371DA64CB52E67CD1E71EF49D26EE4BOC3843F21CO2EA616EA23
3CDA94452A793BEO8C75854D63DAEFOASES509DBOCO17B63FA549A1659A5EFE93B34A47FC610
C82B2BB94082FD7BAB1304C25F8E999

addrnd 82FD1E24ACBEBE5600B295D0702C01256B57BA2F0658DA87
Chi ky 9E9F4A90408F2435E1CCDA51826ABAOF 24823484134F1530
(15048 PAECD5D66D3CD33AFBE57B4DO67B23A3A8E95B2F64FD312E
bytes) 60473D3EE2CF3CC995B82CB6E1EB21DD33F5F9CEALE7FB5A

524FE1E48E242747FF79068BFAEF40F6E3B86C44781CF1AB
OAF11F8BB5FB575634B222371FAD100BFD12013AD41C8540

A.4. Bé tham sé HB-128-48f

B tham sb:

n h d h' k W m | Sk_size | pk_size sig_size

HB-128-48f

(231}

24| 50| 25 2 56 16 49 96 48 41232

Két qua sinh khoa

Cac gia tri sinh

bang bd sinh s6 ngiu nhién

SK.seed A1B479F91FEF14F45BO067F5BC10761CF16AAC4C2B13970A
SK.prf FOSEA18CCBEE3EQ74E141A0DODDA2382B49150BA437257DA
PK.seed 4BE43CCD55COEECA68AA528917826B52C80435D52C10D94C
Tinh PK.root

PK.root | 205D8361B9FB368C81597D1BAF70A1839F2CE447BF952BBC

Két qua sinh chi¥ ky: Théng diép ky (dd dai 128 byte) va gia tri addrnd dwoc sinh bang bo sinh sé ngau

nhién dwoc st dung trong qua trinh sinh vecto kiém tra.

Théng diép
(128 bytes)

F44921A6021BA79070089150C85E481AC46644DBO0490CAC59D0A33D70A5DCA5E19E75A7081
D2CACCB41281A9E5CC7E8179D18788A6FFF7735A3592A34BE5623D2132DOFDODF2967BOE7EC
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C1867C43C1FF39D8ODCDED3C51E8BES3E359CO5E516CA825F469E080C5030B9CAF9AD2C1690
0C2084437D1EA088647D7D68BAD3A6F

addrnd 8BOF757B8C281ACF8550DC898A8CAQ4902CA656A30E6F630
Qua trinh ky:
Giai doan bam
:g’:j_r:]adnd = | 8BOF757B8C281ACF8550DC898ABCAR4902CA656A30EGF630
R AACCA394DE1854CA1343CB9D34BB1FF1B5B96D7D67BBCC48
md 3E63C966595113B8583FCDC88FO74175AA1DE1FFD42B576C815C08B41B888BDB55B40B10D6C
8955C6FC8
idX¢ree 64CC3A1687DE
ldXjeqf 2
Sinh chi» ky FORS
indices[1] F
secret; A@856C47DC36D4A3929CF6CF1B62FF7E6CBE7AD6B29E8C26
AUTH}ggs[1] | 7F181B13ADB77188C7E62AEDCD97914ABBA57B3336EB8590
AUTH}qRs[2] | 7072A8D7966EQF 3A58ED7F87A1C745A3B752B4DE4A5A8052
AUTH}ogs[3] | BCDB481E8BFF31D553062DDACOFD82B2908A24DB87CIC658
AUTH}qRs[4] | BA9C4FA34123E9312ABBO1EBC8332A16A4449094B1174B89
AUTHJrs[5] | 3BA1251D0586234356CBCAD8DEAFDC13E5C274C532282888B
AUTH}qgg[6] | 73A56F837A1D9FED95A4F4C78EA6D9ODDOEA9935180C4434
root; 59251979EEFE5AA8705980C4D3784F39889614F659BA26BD
indices[2] 26
secret, 71C1FD1529F18709FB83A256A0E810EF8DEBA6F87FF651F7
AUTHZogs[1] | 2A6A21A11517F04A31328888B568476940E299587CC34FBA
AUTHZ0rs[2] | CD83EECBID7486F69F13F5F 7FF34F42C13A6FC975D4B3A44
AUTHZogs[3] | F9788B6B8F91FE9@C6C1977DDAAC3E2EEFBF5D246AA24D94
AUTHZors[4] | BD65A8748A033FFEC77C754A07D34CBASES79A2A91FDDAR4
AUTHZogg[5] | F3E@F2565E381F5B404BBB1649DE58399BIC618E7BCCCHER
AUTHZoRrs[6] | @CBEF25CCB619E8F68AAOBEFC6BBARA7548E95024904A517
rootz F2129057EC51648F3D7137C731BB1B5316BFBF654783FE2F
indices[56] 8
secretss D1AA38029031A3F8E66BAB2D6052CDEEAEEA1218165B4AF0
AUTHRSrs[1] | 900F9896529B61A61D51D21E92D87D94EE40BAE47686A6EF
AUTHR8Rs[2] | 1910342BE78A6F74505DB2B5524146284E3FDF 8D59AEQE 35
AUTHRSRs[3] | 81D91F002016F5203E56B6058A00CAEE7DDIAF82C1CBA637
AUTHRSrs[4] | 197688B28C653DBD2D812B658DB61476426648A0DBO77009
AUTHRSRs[5] | 1174927E9407E780270BE6A69020E58F 3BEBOF9ARD14CE1D
AUTHRSrs[6] | B25B8BB2DF8AF30EQE837D7DOB6ABB5DBO1B327CF797DC3A
rootse 58AD1ECO3DC2626EAS8EA6F18D6E3B3502D69C62305DD566C

Khéa cong khai FORS

pkrors | 705841D6163COC19BBOAD39254878B17EAE1A7BFO67C949
Sinh chi¥ ky Siéu cay:

Tang 0

SIG3v0T5+ 04B8477413EFE6DDF76407961E1519B1CC7016058AD7FCO7

2365FCC8BB3DA8COB8B2F4C5C53DC673CO1C3BES3AD7BFCE
F69E2A8125F5383A723D5F4C865CB1E87E715552073A597D
25B6464EEB432ED1C874635E7A74508CA323EF654AF6CA8D
48964CDA23CEE7BOB7CAF1F4801A721F9276EB3AOF24FF53
OA70F90EEF51662AE5F17298960A7AA37103FADFFEAFC290
ASE72D1787EQ4E9F933464CF76428EBDBA4D6CFDDB93C892
EQ4C2F3C1FD3ED8F9OD15E2C08C1C06234787D1EB1CAS5FODC
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97E64B30D1FC75B8367FCECB5268C3CB365F138352A02994
E14925F9E10E5FAD2CA4AA20B336B8BAOE3E4827586B63189
2B26F83713COFAB62823EBE2OEBO307AES8ED685B89DSAAAD
890EEFA6B9881C9074278AA5449C78B64CFFCOD1AFEBC6B1
A8867ABE26DD17980F968599D2FFB603A02F029D4DD5BD25
64214BDEC9D2C99DB91AAB28D8CD837FC1B1324FE6813F83
9FAD8BD41D8599C5346F1DB65A96DA508D12D30775F2A22F
E2DACAF230C8CO91EBF876FF600F1FF86407B58596837C7B
6B4A1350592F97E48FAOFF354A67FA6048A232D288A6CD73
41D14E441217FCD3307EBF928A667FADA63B397E24C02643
1505D6BOABCCFA94F73A2C12EA363D126A8D6905A21DF3ES
832A4EF62D6B144C65F1DF8DF5FOF11765E5ECD6EAD42697
OE27D2BFC559E727D550EBBD5DO9ESSEBAFEFABFBOF46B52A
DED7353CB88DOA86FB75E6C24A4577AF0115F6E92D055934
87D945F5A0DBDAGAB47601925AED263CF2A4FE8C354ECFF7
E8F331E@BAE45FDE4AOC4BOD2A4BFA5746D249DA0G30747E3
7A5545F3AD903135637001D2F2B72D6EA6576E67425CDCEA
8309036E67579772A0BSEFO431E9BE82E5D49FB8OBOBA136
F70374DEBCC8868511161353FF1COB41DEES177701B20OE79
5A42AE6069DCOA7A877EEF86437392BC90A26A2745164094
6F33FDFB53EF5F9351A2C7EQ7C748BDB7003263FC92D4C8F
E75115021C8D310EB71797F4E622714DBFC385036765376F
90ED94FAA531232B19AE99F6586F3534873560092A19D781
1BF96BAFF2DBDE97FO5A83826277E528DD14C6D0201CF1C2
ABA392F91ED44E4E032698321639D501EADO4AO986A32708
CD661C3AF5025BEC30DA848F3B7E536DOF4459CDOFC2AD4E
3AC18EC56D366340A60198D6DD60C43CB8BBA01B4B4042DB
4C5E5914BD59A9639DOC3CC41A9798C5F2125F97D41BA0G52
8F8D8D2EBA212784A66C18322432D83FB2D6D@767BF2F7BA
E70CE9B20192676F793FDF77F363B3669202CF3F8B1D734B
100D58D67E88053B79A0FODEBADD76EA86FA4EACF303B41E
A5619829F6903C34E6F452FDE66FD8CC1641AE924AF939A5
CD6CB81B5FEOBOCC1928467FB19946042452DC31BEDO2D76
661463CE6DO1F8608CCAB88CDE7A20A539BAAAF9CC5DFDO4
DEF1CC66A9AE2177D212635147EC581DEFCE478090BE8743
9EQF2C4C77A124D8561D31F695085E950AFDBDAFCD57864F
E40A1DOE@OEOEOF5D2C034C391A059DC726289235226B272
220561363BA831B1174ECS5DFE87A9E6613A6E1D2B33C3665
04D50D5B36DD391C37F24D312C50615BCF50451F10D34704
FA01191BB7358E37F74F50A27C1F5E90E8E19B4098F749A1
6FCO990DO5FEBD85FF69F4F960333689D127342B65C376B0O
FBA64CC71BOSFEF97AFE366541ACE32BASEF1708D50ED992
BDE266D46D22813EEQ94192553B8A018FA24COC71FD7B2AF

pkyorst F170017912EEAA2954C5B4B02379C93051AABF2EB30FB6SE
AUTHRyss[1] | 3F851C5A2E26C5847BEE52C9107A21D834E7954C014D9F 64
AUTHRyss[2] | 5B6C6F33B97E31A1450856C531079FFBFA1525CBDB649EF4
rooto B5582DC457E80DD22858C1300863D99AB86CB7161150D2C5
Tang 1

SIGY, o po+ FAC69E74B332953210647FAAD959046B6951B68A14CF930F

893648E93DE7DB7EA9F2FBF959680C68D694F000661B9A28
5323098E3BDE7759288BC9AC9780FC3BO917FF4C50B1B116
B4276D5E57F730837FC99674BBB075751C50434A090EF429
31F44AQE7099ACCC33E1D975B81C1B2DD4A7D73278B016A9
45B702C344C6A1E7CFDB344C2A4977A99974A10BDOD3E2E6
139D05BOFDCCAB65224688A09EEBSDECAF3F36164BDA8152
BCAC711E65E9003C05B91FES57D47F62E8F68BAB35B8E4AFF
B68BA697A9F49531BOF52D79B39E313DE43479636CBFE506
7A88B25B113138DC36D4BEEB1445F62B40657B3D67A8DDO7
32B6B8995593D0OF3542C859D6D70316AE3C58D37788AFADF
015FQA51BC938AECD18B8AE7880A58A05E3DBOB7CE4FF8CO
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4FB92AA31438957E80C80C1B49B04F655210D97634FC1D85
D43AC656261ECADEF373060C5631B9E13E90B767CC7AA476
3E8F5E9C1BEA1E729FFFC1097153D90943736CECOF4181B3
24F796B28A05313BBE6285FAS01EA3AB88636BO9F6B62128F
B4F370F3FA229EE161ACD2C2F573935DD68DO3B281CO986FA
C422ACDFB374AB7DA0GOAOBAB3CB126535A2CE8C1ESFAF675
91C7CBE36304D9B54B286777BD44452738C80D674BAD4556
B4F34D6165ABB6AEAOLIF3EEE4070AC027B95180DDDFF2154
CCFO66C8A7E3D655COD9AR1EE61071D74EAA5F365D7E1F41
8B2AA56D870A70251FA312BAAB77F2FD8126BCOAEDFE18CE
C308C3E66643DD2666149307EDFOF8DBAE918A784F875850
70AAC22441E7EEF84AASFEE783E536897B178F8620F0254E
DAF2F220CFC93051303ADES5CEA9FC1806DO559D1FEA90963
018F96F8210F96CA303C690DB39EDEB1FF4A50AB770D0675
50B1FDO50520BBFE73907CE6C91AD38823A25D25CDA388BF
57DFBBAA36124121F97F1EE622BFO8ACO2BOA26FD37F6900
F39A948B2A57CD6BB390AC15899D82AEOFO9B10194EF9486
0127C3F63D9242DD2C011BDF190F7142066BEG97E9Q483FA
EE964C27BD2CACF44FAADD5A581902667B966F089184E006
E4FED4A8BC3A17C2324E31B5C27B649EA1024B142F024F22
EA10B17B2E4AE8ADAAF8938A5C2062895DAE150994AD7014
9DC37B5AD3C5183C22A47594FC55BADC111F1F938E3B5CF7
EOA7F500FAQE3C77CB6F9C490BOF97599B88FDFACAAC7B15
6E4FF330C652C6A59033AC9ABAB3BCC58B9C6COE7BD35674
4559E1F935E42FD8B1A6A7D378CE63C4A5EAB6SADF75D8ESA
90ED316A6C6B843AE3D9763EC386AB5DDOFD564BB145A869
B606BDOE8B734BC1BBDBE7EB38B7A087C2628F80E158C85C
6FEEDB9444DAE755CF6565CEDD13D17BES698AE68A661B5F
457A7B25BB2EDASAG809729528972BB665806590D43170FB
CA13802D3B8A33C148382F16AED16C58909B411976257439
3ADA6AAS551410412EFAE3FOAF67F15C688AB15BF2F270494
3BBF3E8AF53D4A8750600274D40754CEEAE3B6666DF27285
7904E5226260F29956E146DB898DCF9C034BBOB47F1BCFOB
DC475694CDF9ES9BB66A025CABO65D586BCFE74A796E4AOB
8886041ABC16202C9C4ADDA4112D4A6F34843297BF7821DEE
B413A6329DOE7CB6CAD2134F7420867AEFB608A3CF8C6B77
1254E629DE5DAC8C692E3DE6BDD12091027B318C865F8745
22431A3A751FADDASS5F76BA8C8FEBDBEDA47138891CC7DC8
D96F4A04739C826D71A5068C26DF3430E6681305837C6606

Pkiyorst FBF2F5C39B8BDC22B867A0564D52981F8BA47A5B23D6ADAE
AUTHgzyss[1] | 17FF4FF1C763AEFCE2830A05C69B5EDES3C3CDDCD3C25AAD
AUTHxyss[2] | CCFB57DBBBF70DC4360FC566C368F8C70B1DDAEOEF141142
root; E@2FEA7F7B1A3159B9650C290EQA95D549983BE4026ECF88
Tang 24

SIG2} gt CE555C1849BEGA591F85F6852F68769C049B2EE36B4AB1D3

A7BE75E7178C6F1F93C63757578FF44C0D9BB21C51D00O19E
B4C0681A2FA25C7305F00A808535BD3243436C4E2359C6F2
D5B70CAD25882D04D7B55F1B9457BBOE4C355C7B8367AE8C
21B3954080F8FA368A39E85B78F59D4950B406D8B6555BD1
092BA65A9F55B7FB97CODAC19B26D9CD5E9C19A467B609CE
CO9AFBB10950FEQ7199A04CADBB86EDODFA4CO1280F6F702
EB1D96A792039FBFC7188D539C66C3BO9E1FBE6376D9BB233
D7B4A6DD65289870938BA7A1EF20CDB6F0687F3877E3D56F
53B760857B7732CC0OD246A076F6E6D67193C1A004834870
21A2AA640DES563EA394D8479EC99A7CEBEAD8B5220CF178
32A794C8D5C36AAA9BD578FEFBD5F483803B6C586D9674B5
15B90420FA9E261B66F60773254DF6E28A960EE22B320AF2
E28E65AFBOQEA57896B8552472DF221F72225C7751C143AA
6CFC3701B1770E47A878B43ESCF3043DFE93D4B5420ECOD3
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C3BB939F236E30B13DF7EC8EC7694CCEC8B79CCD785954B3
8D794DC35F84155D05166879A7C2C4D3666ACODBFO8E56DD
8D98C72D309E68C1162C1221A92F7DO6OESB1BD634229FDF
C3360AE40F57E3A3129EA559B60605B28B7E176D4COA6398
8D3C43EAD81F3A40EF592C5BBA79BCA9Q5A3A3F933395E4F
ECA89612E268COA3D6AFBODO5C835B5BCB3BEB235D91A7AD
4677F38610D1DD4E31E60DBB6452545A606E432F6CCE7C21
A308AD5BD5E156AB966768A146894D40C4265A4FB34B9983
6BASDE68F2CAC5F9332CF8BA92D406CBB34BFC5218B2B4BF
A83524F83A9274DB82B7C7D07C64ECO337231BA691CB41C4
C876DA7AFA4AEDDAB76AB1CE88BESE8891CB79C03631D778A
476BBEEEFO7A1740A89CD38AF51FFD7E1205C76A32E8D38A
225F1F2665010A4D31E3191883FES5AACD810DBA9264D1B9C
C59CDA303577715E19DC31FB92D3A1186333DEE15ACB59C9
9A773B906F6463F4A52E273026A6AF6591D1BCADEA487C35
O63E78E8D921685EAB7C1EQ7ES5AAQ42CEDBACD18FE28DO7E
1E6600222E270A0DFB7174E7CDDD61CC7FCD9184E9ECO2F0O
6407186724B80D9BC2A7F3BOF41E60390135CEE486E221D8
9ADO7D93BC2BDES22D64F5204FAAS5FBC5BAAFODBB474BCF
82004B0193683CF3FD41F5F86DE6A749C04DFBB188B0030B
AD9D83AF54BC5B62C854F21227B29C251B9F3466ECC1B965
595B851872A9612FB16F29E8E692ED61D95D433DFOD34CB1
©B343559D51CCF88392349DC229B0OCA2722147E6B6C3F0O35
A4E66167CE1B7633238C5833FBA2B420E4104BEAE8BCA2174
7B54E60899C4A2DFAE4C52E7C51ABA6A1435FA97B84A3F1C
1F846D8DBOO4AF1EB2AO568F39B4919FC12F647D50E720A4D
3FDB8358D57BAODC788AAAF6D6E11ED5297219BF1E6117E6
36BB4BB3F07499F76DE535A232351DC2B10FA681F780F7E7
40E67B338E263AA80579B84C794B79620106787577593F2E
DD130CCB25B6BBC3355208785AE5AADF2C6D526C23344562
22825E2204C34810E5368A0626839C116863F35EQE31C5A4
E7E8CA44A9B7B902F30310AE48479BF36D6F08D1415ACFES
6FEC4AE9A6776C2B6C1C5FOOEOB86D75D2FFF886F6DES8O1
484539BA78C8647AC095F2D84D433B6D52F75E497CCO77FF
D62D6E8BI9E41B39ABDO336093842B117E41D3459573F0815
6B384AF599D30F458BCD93668EA223E78E25DC220B9D968A

24

pkyorst C948380D14F197D7BA908B0951AB3D5845B23595FB133623
AUTHZYss[1] | BOEB6AACE3EB81C1D900D@2182D33B967FOE893FCD2331C6
AUTHZVss[2] | 9A07C43874086220148A65C8BDC306F4D48D11D3DICD87AQ
rootzs 205D8361B9FB368C81597D1BAF70A1839F 2CE447BF952BBC

A.5. Bé tham sé HB-128-48s

Bo tham sb:

n h d h' a k w m | sk_size

pk_size

sig_size

HB-128-48s

24| 48 6 8| 13| 18 16 36

96

48

14568

Két qua sinh khoa

Cac gia tri sinh

bang bd sinh s6 ngiu nhién

SK.seed D98BA561C444E6709AC4BO1ACF193DC87019C8E4D5D39B03
SK.prf 73C754827F2189BEAFA9E95998720A9B74F6C95EA7D6AB22
PK.seed 4E00728B71F1D16E4485DQE65CA2F6OBEE9444DCFFB1B5A9
Tinh PK.root

PK.root | 5F342BCDDABEEEC294D16912F419B789BB52FD36F728F48F

Két qua sinh chi¥ ky: Théng diép ky (dd dai 128 byte) va gia tri addrnd dwoc sinh bang bo sinh sé ngau

nhién dwoc st dung trong qua trinh sinh vecto kiém tra.
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Théng diép
(128 bytes)

BA368E4597CEOFAD82E76047EFACEF3F9604D68C85FA4336537691783F54B7643D11824551A
4381663D9354E906341CFB9593ECC743B3EOF34D49856832E7BC8D15C1504B9E655EA636E20
A94257579989CB6B611122EFC716F9CB9526BO06FO5F53BF9334BD1096DC558C218037BBDFD

017D12EDOBESE7EDFA52606634D33B5

addrnd

FD82B4F7A209EAEF288B6AE104CCA4965C8A71994CCE380B

Chir ky
(14568
bytes)

A9404631A24B9C81A3E3EDC2AFOOAS5F63975AA42D3B701FB
BO7C6A94DOF2AA225E223D4AD7BFDFBE269C13087D17BECC
BBA850C2C6425ADF71D1D5399EDBD58BBASFFA3744ECOE87

051BD2BB70E4987F0887D7F3B45AD0037641A84CO5E43BFF
1C71589C74E13C4099C24089A769CE1233CC1DOB76D896DD8

A.6. Bd tham s6 HB-128-48b

Bo tham sé:

n h d h' a k w m

sk_size

pk_size

sig_size

HB-128-48b

24| 52| 13 4 8] 30 16 37

96

48

23664

Két qua sinh khéa

Céc gia tri sinh bang bd sinh sd ngdu nhién

SK.seed 492961471E757AE1D3611184C124E8C8F97A2CEEBA82F 363
SK.prf 6EC7D7EEFO4DF5F66AE30EFC1482B553CA548A2A6F390493
PK.seed 982931D3C1D3BDFFE53F3806153C99477FFC9E14B97AABDC
Tinh PK.root

PK.root | FE848216BCB7C9416E18CBA5D12082326B8D7F25F9A36C7F

Két qua sinh chi¥ ky: Thong diép ky (d6 dai 128 byte) va gia tri addrnd dwoc sinh bang bd sinh s6 ngau

nhién dwoc st dung trong qua trinh sinh vecto kiém tra.

Théng diép
(128 bytes)

S8EF8BOE3D8F5E7EB907CB229909F48BF85A2C8A83F0OB19A169342C5913FEF7E90C6A3BBO6F4
3B9CF96DE51A063DC5CFE7110EOBB354AB2F970479E8223AC1CAFFD73F02853C51264F99E19
6086028DB1AA53478D2389BEF951D23107A8CE2098063FA74CFBBFB53810C7AD8038E4COCEC

353EAEAD843E29441B9215DC2250E00

addrnd

51E863398ADA189140D2E42BB3408677C49283E9FB4FF60A

Chir ky
(23664
bytes)

DO24CFF4A48907C1F7B99613D042BFB404D4ESB854B810C5
4311898D44DFAA2BES3E1488D89E22D983CD68395B4C3C20
82B1CE12E82550FD2A56147A75ABBA9D7352A74E0876B10C

624824F1ED81DCA44FDAFFDBF87B6FEDC7DF2DD56B552AB1
44B36C22223E487B346FE6EQQ7EES5086F865156E44481C11

A.7. Bo tham s6 HB-128-54f

Bo tham sb:

n h d h' a k w m

sk_size

pk_size

sig_size

HB-128-54f

24| 56| 28 2 9] 27 16 39

96

48

42120

Két qua sinh khda

Céc gia tri sinh bang bd sinh sd ngdu nhién

SK.seed FAF8EBF1ED5B7E4CF7BAAF6F5107BC8D306B4B69EDO1195F
SK.prf 5B7C6DA02393160F02957EED5BA5059452030A93338CB2B9
PK.seed 5E02591419648CB731C842DC3A7B84F1084230D1A79080D7
Tinh PK.root

PK.root | 1A9A441279626B3F8D8B6C422D29285BASE64860A9DBASE2

Két qua sinh chi¥ ky: Thong diép ky (6 dai 128 byte) va gia tri addrnd dwoc sinh bang bd sinh sé6 ngau

nhién dwoc st dung trong qua trinh sinh vecto kiém tra.
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Thoéng diép
(128 bytes)

199F16E9B965F274EC57728A6C9974BC4EQ289D6E8S11E28BO8FCOBCB1CDDDAEC45975DF422
A0680CEB36D2BFF500ED90673F3E40AD8DOA19E3DE3E6613BD25E0878DE9959ADCFO6BEDDS0
D8DFAOFC3D390E22EAC46A62722D60OFF28A778B5416DA6EEO335473CCC3FFOE12040FC43E3C

AF7B662C873AF2C1CE9CF6538C73E56

addrnd

ESEA77885E629467978280C0B9D0244ED96A2E7DC5495886

Chir ky
(42120
bytes)

DBOAO6D57A992F84D91F4CF793613048773A0D22D1E643DD
DA3742818BCDCB8E47D1891B90B6CA199B6B007878368DB1
A692557BDC82ECCO1EC88C7AAD4085977EOADD56622447DD

A480B336D2DEF5459549B206802DBEEF10CD32A461180996
2C2ED1867DC38BE25E1A1F030A93C1E5BOA325C895DD6117

A.8. Bo tham sé HB-128-54s

Bo tham sb:

n h d h' a k w m

sk_size

pk_size

sig_size

HB-128-54s

24 56 7 8| 13| 17 16 35

96

48

15648

Két qua sinh khoa

Céc gia tri sinh bang bd sinh sd ngdu nhién

SK.seed 30613998DB1B2A131DF96F5B2FB1FB9635A65ED4AEQ1F1D5
SK.prf 262409680B516437E7C0066826F 2EF8E6975A293BED4B234
PK.seed EE718BDA7B4BCBDD6A99DC8D5560D414A7DFDAC15D3FF59A
Tinh PK.root

PK.root | 7B094C32ED7B601E10633858BBD51B582ADEF41EDFB5B3EE

Két qua sinh chi¥ ky: Théng diép ky (dd dai 128 byte) va gia tri addrnd dwoc sinh bang bé sinh sé ngau

nhién dwoc st dung trong qué trinh sinh vecto kiém tra.

Thoéng diép
(128 bytes)

35CE98B664C69EC7225F1536FDC43EBC1B8901D084FB8E1F3573D38BC15A603F1CEEC338F8A
8B6C7258761ACD5CBOFF3948614D9EASEA937D2AD7D6D26EBFO91DA71147A18E791445723519
2315BASAD67C549F3A317DD851EE61AF5994DF5785C09C348DCO865D0835B8ASEEQ3838BCB8

4DEE32C66D8814ADCOOE8B4FAF69E17

addrnd

5A6D95054D953080065814F4D0C617F2F8BOD3A3354BAA69

Chir ky
(15648
bytes)

ABF7B57A792A05FEOE796E86B292AEQ1FO9B1AE679E4E788
140E62007380C7DA52EB597B56DD89E4F88B2C60OF598E81A
C133A700485762A7C374BO4AC5ECF233498BB515D0FB232B0O

1C5FFCDF93C79FEQOC21EC19DOE7F80C0483826302A97564
E747AE59A7FC20A92D6ABEEFC610BD198AA1CA3EA2FCCO52

A.9. B6 tham s6 HB-128-54b

B tham sb:

n h d h' a k w m

sk_size

pk_size

sig_size

HB-128-54b

24 56| 14 4 9| 27 16 39

96

48

24984

Két qua sinh khoa

Céc gia tri sinh bang bd sinh sd ngdu nhién

SK.seed 0©720DF854739C3BCC8CA5BDB16B1657E96919D199AA860CE
SK.prf B6E3844F1AA498FO2F7E92F55CODA7B3A285946CA683F091
PK.seed EEE8B65CDDA2B9879787BED3F94CFBCC72D9FB84E99FEF5D
Tinh PK.root

PK.root | 6AF2AA51E6E6814B86BE7F19A5FE7ADCB266EE7ADSAE2621

Két qua sinh chiv ky: Théng diép ky (dd dai 128 byte) va gia tri addrnd dwoc sinh bang bo sinh sé ngau

nhién dwoc st dung trong qua trinh sinh vecto kiém tra.
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Théng diép 56BB99ED6EOEA612E9189D447515A003951B51B5D3C71DDFFC83F610DA62569B83C89D7C021
(128 bytes) | DE4A683136E4E733F58E95785C63F906504A08D987D9BAAF2BDABC3EEEEF8BA18DE1F16BA57
73197A50420278BBA50479BE249D2EA4B705BE82EDSEAAE4AQ9523BD407678E6217E4B1BB0O6
62C4ABB88E9AD99B5D4FD14D699312E

addrnd B8FCAOD73D7ABCDB7BF8F351BB6F4CDAE44AB8A95B8644C1
Chir ky B2915363AF2FB953CODC2F3B271F9323455B773E89EAC340
(24984 E43E8AOAD76259C8275BF092C213A276B651B14A8F6B9B38
bytes) DD856475697436A7F8D8ODB3F8586F6150722AB76B35B625

0D245907B2B4A3E7C54D07D948F1COD3E503599D5941DF56
CD8529EE545D48125D8B4F8C95917FAAD30B54EB18D13A0A

A.10. B6 tham s6 HB-192-20f

Bo tham sb:
n h d h' a k w m | sk_size | pk_size sig_size
HB-192-20f | 32 22| 11 2 7| 60 16 57 128 64 39680
Két qua sinh khoa:
Céc gia tri sinh bang bd sinh sd ngdu nhién
SK.seed 37A8AB9F2A5CDDFCDCB64C5A28A7A4A1E296FEODOO1609492D42787687DD1571
SK.prf 74F5E6B1D3586FB67C6E5D8D26E64B4B59729CB239C16A8F019E447D1AA697DB
PK.seed F933FD5EA65FB222AD5190232E7529A56959B1CFFCACDBE15F6AADO44F 2AFFD2
Tinh PK.root
PK.root | D27CEA8128EC8345D8B30D8FA065AB2889D79BAB6D6B5A2F95F40D4BODICEACE

Két qua sinh chir ky: Thong diép ky (d6 dai 128 byte) va gia tri addrnd dwoc sinh bang bo sinh sb ngau
nhién dwgc st dung trong qua trinh sinh vecto kiém tra.

Théng diép 2B3D9F52CA3A69EFF626DE610FBOFCBD4EBCB50AC86A8A07CE28380BA4B9031FB9937AD87DE
(128 bytes) A6EB287D7C501E8250EBC8A86E375837E991934142ED95E38E8B3A5A8DB3738B391COCA566F
ODBBA6B423482A431266641D4B41E6FCAE4AFQ17E79A3FFF95FB697946EEB39B2F6986D8DC6
OE9FBOO3EO8F494F601DCO172B30624

addrnd BSA11FABBO6379E82501A1D3DD28COE93C6F6A112662C7AA1E7ADCFB4BFFD754

Qua trinh ky:

Giai doan bam

:ggﬁi?d B B8A11FABBO6379E82501A1D3DD28COES3C6F6A112662C7AA1E7ADCFB4BFFD754

R 970A37776F80BO6FAFDCF5C6125732E62EB778E904D584COD2B91FF11D30F02A

md FFASDA2F6FE27EEC7CDO32DE177790373C8A344929C4860C54A8C665728E17A904F28493952
OA2FDEEDDA7466D8CBFF1453C28FF46

idXtree A2A04

ldXeqf 3

Sinh chir ky FORS

indices[1] 7F

secret; 1C6FEE5325389746573282215155707235AEE70331D1480DC28COO4BCE2FOA7A

AUTH}qRs[1] | 9377D1EA92BF774D8EE444D93FF83633F978A8F771BCD29F 303AC4FC262B8744
AUTH{ors[2] | 25CCDD2BC13F25843D4866BB3342BBBFCC2B8977C1C69CE68B347BBAF987B8B7
AUTH}oRs[3] | AB981A31C2E800AA47488185FB395A60139558E08433A45DFODI8FA383C379D8
AUTH{ors[4] | 85C2CEA6428F31C6AFCEF79399CE841A9CIPAF1C292659CFB6232D35COD7BO6B
AUTH}oRs[5] | 37D39D55F48ED04864D44FOE1A25D753BD55D0F 334679492A4A7B7E1761CA676
AUTH}oRs[6] | 78A21DA@3C18B22398B1E28BFA4014BF588353DEF5D3EE33E7648DDD96@D3DF8
AUTHZors[7] | 3D8CB2589561EA058701A73E3A37B13F20423C79BFAF61974A109F84166CD3DD
root; DCOF65CFDA9733315F88E3037BAD6B5F888813F3B9C3B1288514CA6D10D38913
indices[2] 69
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TCVN XXXXX:2026

secrety 6AF4FA8841D9E6E4CA3542658B55F256074A38F33423A471C6FFEF61CAC8F74E
AUTHZors[1] | ©3A3010A64218833EBC9406761562D1515187FC3C10B723A93D3DIADC211AA24
AUTHZ0grs[2] | @1CE@D52C4460EFC56A873F88CBDO591DES5894F 1ABB30DOO4BCE37B121C3952
AUTHZors[3] | 5BE6DA45E8C136B4810F99D869CD2F408CD60797DBOG2E710BEBF977BF98171E
AUTHZors[4] | 1COE@5FCC1E8C2DE53098EB65EEA926E9D42C95F 8E9ODFEQACABIIDOSF1CB3A9
AUTHZogs[5] | D7E9AF3CC24FCOB9I5B1D817150C59A3C78174C4931E1D4EA4A4263EB273BEF4A
AUTHZ0grs[6] | A3AF626A8DDF1254BC104FA93EBE27ADDIESF4E37EQ40F0A6722A02EDDB7B5C3
AUTHZogs[7] | @BDF7371D38F4F921B26EFE910ECF5C43D4006B322B24A13EC010238EE8BB5EA
root, 1025EE3284DDEA8189AADB31F17B438EB23FA9BASF6DB20B113EB1A5A2488742
indices[60] 74

secretso 833888C98A38D7B315EEA664479342C55B78FAEA579FBE8311E5D5421C17BE78
AUTHSIRs[1] | ©3EDB73212A1ACB3AEFAE769FC5FAQ67715DC71066032DEF67BD3FO9FCID5338
AUTHRRs[2] | D30158A5E4DF455E39B73CCC7E498BF522827EAOF6769809C18071EC671A3288
AUTHRRs[3] | 930AB2FE6F861D29D22E 385DD12F32C0D5D6700944F 36CD3F5DIBCDF2EDFA11B
AUTHEORs[4] | 8196DFC2F546B5CDAQE7F85172DF FAAB50913FD434C8435E1CBD2E9618268859
AUTHEORs[5] | FCD749A9990C19CE4AE37874D231C83A98D77BA64A183A41C235CD24B5475B99
AUTHEORs[6] | D14D9AGES20AF@B64BD331C242A60A79503A3D4CEEQCO69BB73192F184471DF1
AUTHEORs[7] | ©1432B78C4EA4B1814082894EB6A9053D197DCF5F2BC4EE595D553E133114FFD
rootso EA@8A139BC35B7AEOD74D2353CE9815165D138E2E948BDCO2C1AC41B6129EQCE

Khéa céng khai FORS

pkrors | A5481066EF9C15504D1B6DO1A358757995E909815565A145E8BCCD5DAO408BD6
Sinh chi¥ ky Siéu cay:

Tang 0

SIG8VOTS+ 7E8AC490DEEBD6E3C111CEE@9BASOD817FB1FA9244E8FE850770ADB44E477229

S8EEB21E28D2AD3EOA4D5E59204EB3612D6EC6A4C5B81508F4526C8C387B5D59C
12AB21D07A04D178CC67755A6EA17D827A4A021EB2B3B1F3D34ACE81EOA24DB0O
AECA2E51D2F53BFF3EC6657367E5E6AC6F893488CC5829861C900D50073F7ES88
F2D5B3ADF7CC6B2F96EEQ3F3707F13CE1997FE4AFCOC6D0O2F3469COF39A4CA7EC
6B4DBBFD21E1B858C6693AEQ1610F544DD4D90AA545DEDO2C1B83FFC1628A827
©61E545623385884742EAD72C3BBOD6E920C211A7055F5B2E73C9C0OA59A6703449



TCVN XXXXX:2026

D2DBF8559414185AC7DC23BADE6F62C8E682B20779C4BC665BC72E2E83ED3A79
D1FFD80BOF712BBODA343F94C579D060F9BF2549459B19C7293FC3364F74751F
9E6B74B3699FBFA570C4C37CEA4F3B74ECS5CCE108DEADIAECAAB2A1829F 2FBAE
384DA9SD563770EB22430FC413CECA7B1EBDF70A3F118793BCCF2C49A508E1A65
84A50E2B6B538C1B1F44FCDDB6BCCD117D3F3724D8FFOFBE4624D2852C443CE7
6531C6116939B638663B6634E41B2EF7D8AD3BABDBB46F7A3FA7EQOFC43B2D69
453247A1D996522BCE5FD64AF5B432DEDD844C29FE619820E2D0750809A931F6
56FD196EDE933C2D5DB893C89993F7FBC72E4F1FAFF65B2C1887943E838BC61C
25AD605DE68BDESFD23FB5SEEES5956C2C7BD12AEB9908A52957F016152E37E4A9
15F357CBA24700927B963EDBA6D9594EFE8S8FO3B90FODA9FD6FF803A7FB419E16
A5FFAFC508CD14A9E7FE196C96505E53367F85065EF342B6485F257AE8823A6C
79D908FF3D2BE06369BECABS071229D7B1617C3DCO1CA6745FE4C81F5F2DF33F
26843DBA5DFOD9373179383BE6B9886D5D46FDCD970A596551E36AF224B8F7A2
DFB44216FF98C92498D8B7694F2DB094696E4BCD669ES5CE@38A1F52B788AE966
84F6BFB33641CFEDF4DD146359630EB3CD179002A60B4B203883F4161038BA8B
3B3FA205C1B0357A6B12E729B3B3FACDFA651AASAEFAAFDO7A688ADCD6CATATA
OE708FC8A67F063203165B3D79CCEF86659BA30CF6A38013A4BBEF3FDD2539EC
D33591023E4B91C976E30A2D3D52827805A0F70D113358135101B9CD5705943E
B9738DB57F74604E329AB6311296920643CF76E52220EF4ADD3BD37EE12B5CF47
5B86F1993BOB25F7E25BBD52649610A8A86611CEF175333D77ACACD36357D714
3122726DB6FE50C088C8075DESEOCCODE22D564537BF1235347D935A920F9890
AAO429DC794354A39ABF80B448B85F979344B702E8164975FCFF39ADB3ADDE78
07276BOB77F60664A7F237064E6ABB2455DA8747DF90808D91F95B6E50A60DOB
C7FEQ3E317B1C833040768D2BDB1DE1965CA8D30518CE86F0A1071A3D654860A
B23ADF4ACB735E383A7329756369CD33B593CD485B0777625DO5EF937E268FEC
577EESD5BBA3236C2A18260EF7D53B33C7CD396740EE5C7A35A04033274AEFEA
72DDBF22404AD094C525B7F22DD4CB639B55FD8CD85EC52156FACAFD14A7C47E
2COCF661A8F8FB970F8EQ20FBB162574294B432CF1409EFOEFF46690EOFABO7E
E67BEDBF6F95C7D333E3A328E27E17B23B49BOOCE6846535C02A1D53FOD3FF5A
AQEA2ABE3EF72609F1779C55ADBOAC15E753ADAAFF7AFEF5EOB2436CF8BD5720
2B44CAECEAAEE6O61FOEOFE74F38F92EQ62E6233C13222664689F2EAQ712CEF3
A64A64B15AAC5397468773511F1D3DD240208EE2E23D6CD739BD5E9737F4FC8E
A91526941A8008AFE184B6FB4BA61AB826D3F45AE133CB3A0705930A33BABF39
7063AFFDE15B717038866FBE3D707DE1B8798F325E391EA197EE75CBF1DC7269

pkyorst 904595CD4A4980EB7D1AC4439D13FF6EF13DO9E9FB7E39C85830602DA665D537
AUTHRyss[1] | @6F726E8DBEC289925FEA350B1006DC5E598DCBO75043959E3424EF642D223F0
AUTHRyss[2] | C470CB5FA2A4FFR3803EQE7C19D5AF6B3D628E42E5C7AD16AD10246B8A1FA213
rooto AE8DF3F34DDC48AE68C6BCA2D37DE2AB6F FC2426ADE8F581A3FAG2BD24A903FD
Tang 1

SIGY, o ro+ DE4154851D29D22EC4AAG78096ABO38F4D9991AB4CI2EEIA2B16C4ADA2462383

F8A6AECS7529154FB283EQ6E5408FDDS8E84FF20D9525030C8FA49EBO2CB57C77
BAC695576DDB2F6F1C703857033C4CD3E437D10778CF5F953E94D5A76CB15FF8
9755AB29D6AC512B3E4CAAF12E49B5A1CF77A97CFO86A3E2519839E590FFECEF
6144C1B80ODBF82BB5A5B54209AAB131C32AABED6C5DE1OFB42A1069B5745D981
FO395AED19D5471FAS880DED3A85B217ADBB142CEB4ADS8ES1ECF8DOD981E897D
9682E4A15ACAA6151AB2781A7D4633BOD5DOFC564E1FA251EF57BA453B6A9384
OEFFAA30ADC70DAAF125372CCAO97EOFA29617CBFDESF15F86BAAFA17D04BD62
OC2E84A7B5229F3AFD32AFEEC6602D3AFEDFO34C98B5554A078B98B14956672E
98F6BDE3983FB133A5CC682416FD112CO9FF7DA17066DA79DAB455727854821A
4B41B3B5DEF3A2CC4COEB765DC3FED52F59EA2DC23B102685463007D7E483F08
7F704EBFADCOBFE2A0651945E5076561DEFB1AE95E741902740434BB6BB4FBO7
C63C9B4AAFACF5C3CD3D029EA696473443D321AAC6AF7AF72DB2CD4CO5FEBB19
F71C72B0B3D54CD34516AF869629D6BC686ACDOEO8DEG24128ECCO63539519E0
E48DD50B443D699FOF565E0C11152941B9522A9E9C78E56932A93BA5E1DAGF5B
2EB1157D6145FOCC8EEDO8ASAA850DOE3C317F7408C5BE4FB52344FC8BOD927D
9783A4E4048CAF3072F2B9049CE8BA91E39B149A41FA2170C451CC415F9CC837
7A4A28C79855A3EB1C33020A8AD377C605F959E84B57AF79404FD73FE11F5B2A
741EQ4007FFFEEE6B6724600987E3669CEBBA835EC6620FB47067C84FBC3EDFB
BOB56F08D61F70C1C35159CA4CBA9B83163A703FFBB3FC2FAG95051D94F51A87
4230FB2FBC5B28DBAD7B529D2CD9E71D268914ACD61DC2825EB610BFA37EF66E

50




TCVN XXXXX:2026

4FB7173248A49E03427028288BC2332A5DA5BB6A92AADS8AE786807CA13466AD
3BO180A8B50E131BF71954E357758777F9A69786EF2700226EAOF188DD77A530
5E913B3F58BD1B32BBEC6C794A60673E91A5CD49DD3335C88A231A1BA8330FB3
15E7C130CB295FEB9OD5CCFFD68A165269D635E380DFDDFBAC2ACOEE94AADF74
BC6249EEDBB17081E8569262AB5E19256B99F9D38502B1CA3F4F065241BEDACA
40E6COOCE13DACCD1626A70FF2832F878436F96B1FCE35F1351E30AC7BFA2D82
B533A6856EAC625DEF5D56A6F3F72BF4A3793CFFCCFE20BEB7612E4E16901365
5EC64F6BB3DF306E1ACFC56CB587C6ES5ED1E47BA5445399092A8A7EBDAC26C05
B5DBAG498A62953E960CE9664327BFA4BC6B58349EC5C9B93BDF15C975BACCFE
AE06023518F82E6870B671662F307BFO6BFA594AE53E19F5BE98C77933E44814
686DA853112FD87EAB761982A5F7EDSAEDEAC66A4C2ADF78FC762D4A854BD57C
E577B23FE169064219F408BESDBFD73D95218A170240373F4921793CD01D20C8
1AA0480DBO37FF13A0302028DBOF5E874B99ABB8CB413759CF1EBE2A23768A71
477CEE23354DA04COD2DFE94384C718791A1F8D38E289F5DA517BA45DOF2C121
46A10850B1FDA88F3FBBOD3ECBDA4038F11BODAD1C4F3973BCF635C6F17CCBOC
B3C68097CA279FAACO2CFFC6CCCAA84010DDDAA6760BAAC8115269BC8212E653
4ECD3DAC3BF7534B8C57BFEAAB3181DF6DF8A8AA84474ED564E5F391269C590E
C8C762871899B559984(C8012549B8CE658F6080B40772DF17C9A5A49246931D0
C78662FD86EE6E182D719B8F2C113546D4C3687C2DEQ4923617E229B3190428B
BCBB2892AC47F22A21A02D544C1DFCF98A35E72D4016D258E823EASAB1FC70ES
030515716860E42E28102C15733307D69E4C86855F7AB265FF930174CFBA1BB4
B20F57C2B91C07CCE778548F0OF218EC9C1D3CC49F127353274F64BECA161AF8E
EB75DFC64A5AB4C1B74E5A8BEA6BCOFC68FOAS57B51E7F29633698A77D3E2C8E6
8A862E53C2F637B18413E7C958F5C57D9199C80EEABF5C972019802536F725F7
425F3E889255816D923E5ECEBES4EDD820ABADFE23A621B50F347C17FCCA5117
13C6B9923DF1DEAE47DA497DE639105CO9F556E032F069BDAGBB1C5235AFCC81
55919E9262E61F43BBEC967175E562F223D4C78DC27A26560A546251150A0F33
4EF728E17BDEE52EDODF5DEE3804817B5FOF53A783BC1EE882DEAD8B6F4BO45E
CAA3402C4CAEEOD82F1C9091EQADE1590B48118EF38C78171E2023C3D20CEA13
A13675A856F5D116C816AC87C6QE3E438E12E8657EFAOA39CA9001FA22F655AF
82EEF63B07626BEECAB91D73039ACBC83F892294CFD23D3862CA30EDE3AB9993
A1A3A7FB70AFBC8385F2795B923D0OD8086776D3CC7306A613357COC2E5359AE9
4068D4CBC2BA305179AE2C304E8804CEF391EDDO7166419C6C99A7D6C8O6FBEB
B7B9BB810932C686E50B938654D59F612155E32154E03F41FE488812DE566D1A
8462AA7D57E3897ABODF58715A70335455D8185071973CECDDB8ODBFAC1E2935
7E89341F6E655D074B705C64CDAE8AQ497FA47D7E74CCEB8B461E69C80050697A
B85039CCO3BFD4FBE5960385058AD3AD59A1AC14E63F5D243EA9585EE13A3FC4
B48FF1A8FCAO6E1198D907C90B1D626E3136DOAGCAS7FDFBOA14F1CCOACO5A76
D0262371A9B90C1D66AD3C1442A86E6CDC8O5EBAB6AEOBS8ESBFB781FFA3C16B
9F50A138C71F907C9A55B9EDD45A0F577D79661852CC3ABECD63C8019FDA425A
6C6687EE7AFADD32BBOCCS8ACE1C5468A9751AF5E7CF1F853D81E63F5578C393A
58E90571D708851BD556DBB59B70ECFODB54AE38049F46BC924B62506B3E8OES
00C1F307FF2C8F77A215A4EB16C73CFFCD39CCA9909467AB57421C66143CB71F
D69114A2F33207D03306F1F1269710D3861700D622A76CBB565D7B3CC12988DD
A6A9EOB2A196A5784BEE13AD997FCESD2629279F15B115F29BDA8235002579D2
8D9730B004635C281210C825B5ADBA3CCF3BO4EC78F1A271DC83CCO962A5FOB1B

Pkiyorst C55BC113717D2492423AFF5E9EDCO7ECD666AE6754939C15D8095F0BOBBO6D71
AlYFH%MSSrH AP66BBFOFEECDD827D31521ECOD1122F639E97E69CO9B29BB58B2B1AF3DBDOEAL
AUTH}yss[2] | COF92A92AEC3499D51FDO9ID3F125FCAAFC7D43E102COBAD29CA50029AE132635
root; 9E1A7D6E4AD93ESB77BA7671DE6B2A3526E69983C136B8014508227F20952C710
Tang 10

SIG$80T5+ 1F5C3DBO8BB7FBF8B3136226BA61B97A8FFEOD745427365A5AF10A91F3F3EBC6

1910337FD317870CBCO45B3DA216B703F3005974844E6FA6148E25BFC628COCE
F5C6F930B5EDO79FE537DB59B9CCB7023CCEAEODBFBD655BC63FOD852BD14ERE
ED6E8CC3A79876989C1E89A16C472499550AADBAO7C0452B42BAD8CO9E761EBS
45A336F459BD3422B92069A431AB2FA41B72464AE9424875D7E3D6333F6CF6B7
EBC3F261FA080B9D32D37507600728E1D91F26DB4DABE38504C94085B2549BES
22AE4EA358F6AA8CE44F1FB22AA6A682119D500E60D77960448D33D4AC332C65
ED725F7579F5DC77B4SFE3DFO8EE2222998A2F536E2D4E9508591465445EF228
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TCVN XXXXX:2026

6747F66B9C7505515D8B3D1BES419B99695AD070145850FEB7400C3F48F9AA40
6EE7QEB15AA154FC409C01BC43BC8CF2442004579058F5DF90CA70BCC7C3DOEF
6CA52A15016733FAOB51COB87CCBA81CODE157392E68B1F9671900AAD43EDFED
799E42FE814D1CDCFO29390A4E1A2CO83A54BAA549433685DEA39EEQ7DE3A2F5
329F6B9B16BBB904924F17B21802864AC7C31691525C34CCAASBADB7D64EO89A
DF2C87DE73B3629FBFOFCE2A9F219B46BAD222EAQE832DB3EBF8FD83EDF84381
3E34AB32722315078CD58481C3021009F5F838DACO755B66D501AD49059E301B
93EF58D7B780DB5C74AFBOA786991576BA420F2AC2FO379ADCOAEB2C652184DE
D910EB3DE86308D0237E215AE34D98594DF2BBFCE47E857651D0OB78593A7DB9A
A5F85273FFCA98C6BA2F37528D14170A06E12E66DC819FEB7B43930632F12994
0C62EBOAABAFES7OE6AD2FA7F8596080B37C1BD683BFCDA4A5SBEEEQSAAFAE357A
97D5FFA26D19B95D5672CC14941BEBB8984671A74BFF64101EE946497CFAED2E
6766DADD9C044F0068978BDADCO71DFB377C08C8C702C417C685BBE47AFDEASD
087233D6ACBDDB154EE3ED3ADOO2EF4190646E99B2C2B2298621F561DAB55C07
CFF165D4948D709F5B8732369B029306916BFA24F31BF3138316A9B8162AD83B
1ABBOEFE5CF96738A13DA628613EODOES465883EE8DO58F44F2866562580D333
BE95F633B4E7EC397276FA1FCAC52C256B88DD8A64106FE20C1A1A4BO39A0BO8
E7A3171DC897856BACOBCB68EB2EEC8B5EAB3694B582C3D36CA39859743933AC
8A9BEDOA30C4655A6AA57519D5A37E883571FCFE3COCO59C89B486CE8958DDCO
2D1111C9765A43887709AF00BBA817AD6517E2FFC8D7A3569C52E7440B01D813
360B9C7BBD7A60B626CCO451BOE25C4DES3C2843A152A92807074EOBF39FCE7B
AEC107D801F2BO7EB1434D354E1862E6047A660C760814939416223314BO11FA
DOEF3B91DBD82FDD40820283046522F90CB45BCFA594F3065F0765EE616F4A8A
EBDA44B6D34B02DEB5969DA8DAE798DF563D5D7B4F67575C378DF7EABE931EQF
3F78E94D62F13741B7D72AF34FFO3C3658A232B3DFA828AEAB2F830740E3E300
F797C57D137E33238BF4A58F402F8ES5BF91F52907A098DB6C1FEAA6FBA3AC345
D9152424A9793DDE2E6B401FB30ECAC3D87CBAF15DF88OE680AFAEBO87BO7D9A
A550019F431FB54397DDE52132082984C5AAFCAE8603720EEA360B562116AC23
6575D74A9BDE641BBC94C71F7C092735AE1149C0441707F530584D216C2D9BES
D644DCBFB46BE135376F36AA54F7A6368FD1849E002970BFC61D428EA65D0192
454E9378DB7DA110F11346308ED33A4AD292A29A1F10AD5C1B244F63E6879CE4
F3A609297E55EF2BF55A5139128F9AB16ES8D2EA6AFC8FD332B8F1D50DC1A3B63
40E4A520C6ECA4C63C3C236B6B55D77454098EDBES4E70F4BABO6679BBEOD299
C3934DBFCF2A2C3E9950397FF8426C39D924D9F7FC78565B68381164017A765A
3F7A24D97BAD952883E3A580B19D8F6E8480995A78594EDBDB7E5080B513BBOB
85DAOFC3084D1AB59EE24CBE76FEQE3BAG6AOO2AS58DF7AA220626378A24113695
OF9DF3E5FA1D766BD61CB5BO7AB838BD14017DBF9749457993B84733D2258E61
4D2CEE6ABC1A2776FC2F2BED3F4D11042BA47B817D342261E1FODF44910D3B82
176C26B3104DCBE820EE1B2AE36664A16066B236520CD5C7E5C4C168124D9C17
326880416B29895984DC1C7070056E29525CF487DA149EDCAADA628CAD26F 244
414888E91893DB75D079A96BCCFBEEDSAC2C5A176980568A9EF29F92AF4F1F67
5041D6B8C4AE30961732E0919EF89C0926A388ED2524E1EQ9B93C39F8332E44D
82CFEE5A6206C2DA92D3F99B13827AEE197DACFB3EF760DF95FB3EC35A5042C5
16901F7C7FBE2E4C2300723D612C981CEE357CAFD67090855B1AE6ACCDSABBF1
S5FE2B6E2FOAD664C4538EBO9C7C62578589E36DD8406D2F5421FBAAG5D63882D7
184847621DD091880954EC85B2A72BCOBES8ODCDCBI998E4FC3CE63A944FOCF1F1
FEAE581C5D90BAB4783ADF845B828D38A246E54C077D967DB842EFCD1844D962
4868E7CCCE50A777D6485C2112A079AF57CAEAD2DF654CDA884FAB3309150881
A8AF8C3694B69451DCDE7A624BDAC30637D7ECODAE@165AD6523E2FDCO795C7C
9841B4DABA2803646DC7D948893D063EAESAAS12DFF3E6B40E10945D91023CA1
5E1C545B82EB15E2CEB4B0031121CC7F7D33BB5C8C8399891FB5COB61E458455
990FA59386B507A290B36E5064A144BB961666B2F76495E8543585C9328F3290
78E13F3B58867B528F6473800AB121F22F315E5B1E4F8A2F2F2833426E5BCC22
9C3B309B20F80B5057479C6FD1B833F9B668187D426F6EBADE268D23089F 2575
47548244494ABFC64B1B5E9FOFEEB91CO6D1008E6DI2E35FOF8BE8D7F8617D26
418C34F7FB36D3A175EE899591D1BB72A0BC71A8F6F5DOB8CC97CBE3426AD633
A742DD18067A32F078F5DC2846EQ4DC31F5A21E21E87041CO8AA5304DDE61C85
349F3DC27C61044EQ9EA9D4701979E9F2CC77F331B6A8C3017D7AEASDOFCO6EQS

OBFF280DA54F2389A8A22425C17275530B19656AC2ADEEF5D1963CDE2BC722B6
pk&%ﬂs+ D455C6DF1436807F284031CF4E3D62400F8E4B3CF2CC6CAFA48788E86605F4AB7

AlYFH%&SSH] 2416365888752A002C4327FCOCOAO99480BC98637F63D1362E828CB408CEF674
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AUTH55(2]

89A63230C8E619614F606498010EQ3CF3F4E9A4F38470BB48F8E26B36EAC4059

rootso

D27CEA8128EC8345D8B30D8FAQ65AB2889D79BAB6D6B5A2F95F40D4BODIC6ACE

A.11. B4 tham sb HB-192-20s

BO tham sb:

n h d h' a k w m | sk_size | pk_size

sig_size

HB-192-20s

32| 24 3 8| 11| 27 16 41 128 64

17600

Két qua sinh khoa

Cac gia tri sinh

bang bd sinh s6 ngau nhién

SK.seed 7BE99B24F5E1312962736C82AAB30152FA97110D31959D135EC98D5451EC4C96
SK.prf 412F077D96296ED3F4042ABBO19A5292C0191D5DC3429A925BF96DCO7CFABES6
PK.seed 308F03658B327FF399FCA398CB88E3151EC7BE173C360E18F42A3COCED4AB7CF
Tinh PK.root

PK.root | 2917D834F3E76A88759704C4A71A696DBO8O76FE8459C92A0CD220BES147724C

Két qua sinh chi¥ ky: Théng diép ky (d6 dai 128 byte) va gia tri addrnd dwoc sinh bang b sinh sé ngau

nhién dwoc st dung trong qua trinh sinh vecto kiém tra.

Thoéng diép
(128 bytes)

2A2247020BABA6ECA7CB63BE1F4D568730A30711CDA7814461B432E9515A612A9014A74DB5E
2D9A2377398F1923FCD4418A45B78D5764A442E31BA12CBF8560EAE35B62COF14E2A3DBC822
BBB2C4386BBCE1BB1410AC4AF4173916EDA1A86FB2484154A892DB86CE4BEE25ADCF54C5C45

E752F5940BB9A13D07986717E1702A5

addrnd

C7892888772593F0F205ABA1FB2539C27043A99266311B077B74C476B84B3620

Chir ky
(17600
bytes)

7D4B7194BD62B886FCFO4787A7270FB10FE269924EB8481BADABA2E1EB35864C
20397AD8B81492B4EC5683D71D1BCOB1CADE1BB79515833113BD5A673CA45235
3CEQ43631A9DOF577A004403A78376B9D7D751D8414D666DAF155F70EE122150

1854D3CF7D79014822FOFC15BB6EBF52CF6A392C7C57A009A5DACF73F637367F
30A8836B9D9D90BA48B6055B70970D751C37EDA838AAS61EFA7ACE4AC80604224

A.12. B4 tham sb HB-192-20b

Bo tham sb:

n h d h' a k w m | sk_size | pk_size

sig_size

HB-192-20b

32| 20 4 5 8| 53 16 56 128 64

24512

Két qua sinh khoa

Cac gia tri sinh

bang bd sinh s6 ngau nhién

SK.seed 8AE381FD34F680A75E7074A35153629C4EA771B82AA5171A8F323CBB7EFE7A2F
SK.prf 5F41E6CF8FD1ECBA1CC6C1B65C3577AESB876A0F7E3FA94A7841A74964250D00
PK.seed 6DA2763AD2438F463237A0206CD369A4C211BACOBD7EDDF1FDAR41675AF46CC2
Tinh PK.root

PK.root | 927CC1879334CE4055E2DB3FC9321C1009CD4068DA7822FD628215717096FEC7

Két qua sinh chir ky: Thong diép ky (d6 dai 128 byte) va gia tri addrnd dwoc sinh bang bd sinh sb ngau

nhién dwoc st dung trong qua trinh sinh vecto kiém tra.

Thoéng diép
(128 bytes)

E395DD50AA8B48A1198FE7C8A70395715075C8D77220FDFF9725870584D4E70456198A7FEE3
BCE5649F2CE2CADCBAFA47D874DEBSA3ASEED44D19BE89BAOG34958DB4694AA3189E21E2388C
D3CE269529776D6CB8C69E1DFCD71ACOFEF51DEC989B7909188D34BC5C5C50E332C9A88417F

3COD4A1DCE8139F3005B1F31D2CFBF8

addrnd

F2DFD799AB61213C5D801FEE3EAF946D9105361B5F07D3861E402D8C276EFE16

Chir ky
(24512
bytes)

B2B2927C8E69B25F34F1D58AD8A6126348A56CF6A2DB363AFEB2EF49E1CCE689
3FADFOF64F44F7053ACOD7BE53A80BA553FE33863AF90E6827F7642775A03868
DOEFSEE19043442CECA7FDODCBEBA883C9964410FD18B1433B91FCC93F029A67

834CEC19B29F7CD232542C09D384572D832A22A930F7762FBA3ED6028FEF80A8
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8AAS6EFC8AES59A32489A2D7AA7D410CEB8E1878039181336COCB619F6AA2EF3

A.13. B6 tham s6 HB-192-48f

Bo tham sé:

n h d h' a k w m | sk_size | pk_size

sig_size

HB-192-48f

32| 50| 25 2 7| 60 60 128 64

70592

Két qua sinh khda

Cac gia tri sinh

bang bd sinh s6 ngiu nhién

SK.seed 68A13073B8B6DAS6E29C6BFABFFF974A6B48E45A7E93BOSE16EAS2EF121EADES
SK.prf 435C67CC3D62934A1FF2750849A9F777C12777433E2CEQABA99D1DD726D7E73A
PK.seed 53D138BD343FA42A60B26E9557E9C23BBA9332896F95E9D61FC2CCFABD353D59
Tinh PK.root

PK.root | CA95979BFE5944511BDED67C4A9AD8A765BC027C47C265DFASFFOA4C467B28FD

Két qua sinh chi¥ ky: Thong diép ky (a6 dai 128 byte) va gia tri addrnd dwoc sinh bang bd sinh s6 ngau

nhién dwoc st dung trong qua trinh sinh vecto kiém tra.

Thoéng diép
(128 bytes)

19837339DF069CDB1B9FO9B560CADDF5286D150E1C71D7090DAF53E9E10692D1EFA98B01642
032581CC48DAFAE8SDA7D6353EF7BD3E31882B53B299EE68F4027D9D73153F98D34425C71A85
AEQ091AC93483793CESCDDABAD1E2C3D292957939A3224BD96CC1FC85D50E62B2FDO7CF26D0

D474533CA8DA1CD3213D6EQ69OES523

addrnd

694EC576343A7413F2CED3ECOE16524FB33EDD55224A0A97DBOOA2E7E6D40222

Chir ky
(70592
bytes)

A6DAO3B44849F0A7FA628FDD3F85FC70CFC875CF36481036CBA2914EEACF364E
E7C3FOCD15ECFE8DOE28787B4C2F73924F2ED69C21C5530016CA985769844CF3
312E755F6CB8325266315690DE1146A34C32D38AD83691DOD5E611510AD2528D

EA489CD1A58DBCOOOA3CA26E2EB1E24F929FBC55A1CE4FOOA75482605A99E17D
7DF863B2CC0399592326AA8305B35691B92280A68C5D00073851E19E84B22ECA

A.14. B4 tham sb HB-192-48s

Bo tham sé:

n h d h' a k w m | sk_size | pk_size

sig_size

HB-192-48s

32| 48 6 8| 12| 28 48 128 64

26080

Két qua sinh khéa

Céc gia tri sinh bang bd sinh sd ngdu nhién

SK.seed 24E602F9EE419474DF6B8755721F67F405C751B31D2FEE32FEA4475929D0185C
SK.prf 85A45ADFDFCBO773BAF2353D46B6E6200EF1864B8277E797AB84401DA1310713
PK.seed A@92C3E45625D36DCACO7BC4OE307EF18FOA94811C8C2COF9E887E4870226700
Tinh PK.root

PK.root | 1C72C4AE60038088121A735C80DEAE8681C2316F4A9882B7B618285F6C5A7693

Két qua sinh chi¥ ky: Thong diép ky (a6 dai 128 byte) va gia tri addrnd dwoc sinh bang bd sinh s6 ngau

nhién dwoc st dung trong qua trinh sinh vecto kiém tra.

Théng diép
(128 bytes)

BO5DD2358A31DF646876ED81D6D95FFF1F7D85CA2F6ES5BD2B240EQ726206F10797267B7FC6
2188DB57A32B51693D69D3649378432CBD1CF3608CB5CD704406CA2E30FC68627CAC70482DD
9108E14D87D17BB7A9783E33758A162AAE48865CDC7E1BB63EA28FC850CODAD7272B889BDD3

D6B6308B8FO3CFB4A539A7B9BFECBSD

addrnd

E21CFBE3B49C824B3F394F766F716FA3AFDBDC982F2ECD57E9A76A00DF3D30B3

Chir ky
(26080
bytes)

9BF5AEF233D1B75981692EEF5762D343763COFFFEF23BA4C6791E630381CC6F0O
584ECE3CA588F796ECBEAS6A7DE7C4E190D6F16D158FC66F4796DB5BFOO5867C
BC18857BECOOFO8286E549341FF91EOA35A5426290A7E27D93783COED944D02C

26B9D6AEAF4BE8679DA11A36000D5D8B8F24AE545267C7DD63A993EQ36B6B861
3529A9CDA51158ABFO5BDD2B2FD10F224407F6EF6D2768586B23BA87929D2AA7
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A.15. B6 tham s6 HB-192-48b

Bo tham sb:

n h d sk _size | pk_size sig_size

HB-192-48b

128 64 42560

32| 48] 12 53 60

Két qua sinh khda

Céc gia tri sinh bang bd sinh sd ng4u nhién

SK.seed 9800F14573220A4257F4452698FF07C10F23493DD13B1D306C183B83203FBB83
SK.prf CBOAE35CFFE114512FC626A2CDOF2C62A038E194356E04631241BA5BC460D1B0O
PK.seed DD1A2BBCD7AC31503581D4BDA88355B6DCF4477699C28B387B53A22C15868CD2
Tinh PK.root

PK.root | 80D6D4376D53A08813352EBE140A70DOA5B14D62FACO2C57B76ECCO9F90F71A7

Két qua sinh chi¥ ky: Théng diép ky (dd dai 128 byte) va gia tri addrnd dwoc sinh bang bo sinh sé ngau

nhién dwoc st dung trong qua trinh sinh vecto kiém tra.

Thoéng diép
(128 bytes)

545DO3F98CAC15562178EAE8SE1EDDO213B76742602A203051F6BF99B6D1606BOD34BODF20E7
71794FA5A6FCD583EC30C37B136BAFES6E78C7D88EEOAOBA215AA1C86B86F18247FBESAB936
FA60060812A90A70DEF54306594224B9F3F75149A04AB31C3527C2F54A741B790FEFOAD7BCB
BC2FO4EEC32F40F635D2A9CAD399B25

addrnd EOFB753E483AAC92E776EA2DF6CED3476515251971FAES55AC1858676C9D49BED
Chir ky B11FE72433632FD26DAF19AA17A17650E011496EC3920AC6431071C2742B686B
(42560 73EOBO6EAFD8BBDB0011D0D742CCBFC91C473A1FEBCODE1900B8692243C3F463
bytes) 10C373A03D1501675E39253085D1114FF72F969F578AA691AFESC8872526F01D

CA556EA3E55126D6117A91A4EA3A3E64DDFD5COE67CCO3762A40A30202393D75
1F71C7FAQ9DEGO771167C6A56DE2289C08475AAD513E76930BCA48579974CEEAE

A.16. Bb tham sb HB-192-54f

Bo tham sb:

n h d a sk _size | pk_size sig_size

HB-192-54f

32 57| 19 10| 32 48 128 64 53856

Két qua sinh khoa

Cac gia tri sinh

bang bd sinh s6 ngiu nhién

SK.seed E18BC3A774EDB85EDC5C352BCA3CFE537B4850103F4BCODESSAA8B19325B0O5F7
SK.prf E835EFCC940B2E68833359AFECADF8C3958CDD28CB83B7C8366370EB50BE61842
PK.seed 699510CCD303CA327C7DC9A40F181B05C918824FBEEBE8DIFF639BAB568BE668
Tinh PK.root

PK.root | F5F93A78B496F17DD6BCCD7643513B8EEQ5C351688E6CF7D92DC54F9163B7B2B

Két qua sinh chi¥ ky: Théng diép ky (dd dai 128 byte) va gia tri addrnd dwoc sinh bang bo sinh sé ngau

nhién dwoc str d

ung trong qua trinh sinh vecto kiém tra.

Thoéng diép
(128 bytes)

16F72D3014393A012E1ACA7A47D1B367BCD7D15783F3670C9A56B55FCCO159F0943EBS5F1C7A
375FAA2CB469DA082DB1646D4B73204FB20BDC7E2BA3C99911086B7E3C578943D1678812B13
1EDA3EQ92DOOF940E28EADSFBF77D9B288A09B804C76FF71B6DCAA1BDOF7A91D35FF364B0O3A
9F5DE512D01659DADBDB52D188F1ADF

addrnd 7AF5F22A1877C2D19DA4216C54F4ADD1A92F5CAA1124CC776B51AEA2E46351DB6
Chir ky C534058EFF9D62284B1130BCC985289DEOO9BO8F176B55D150443CD192AAES37
(53856 4DC97043E7CFCD7F0494611B534C3424BO1EFE92CBE5A08792165C7542BAAD6E
bytes) 630AB3A23DDBF8D1C5E247171AAD1F9B49AA43E314A68B15EC208463CDA57A3A

EA77C2A40BFB5A35B441609345830CA561CBFDDE742C021577C29AEB38FFB4E®
6CEB970154327CEF4B676CFD3EB7191810F082E73612F0312EB6271CBE3CB417
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A.17. B4 tham sb HB-192-54s

Bo tham sé:

n h a sk _size | pk_size sig_size

HB-192-54s

32| 56 14| 21 44 128 64 26912

Két qua sinh khda

Céc gia tri sinh bang bd sinh sd ng4u nhién

SK.seed C51FB48EQOOAP97A73DBB502365784D01500CD8F3DBB63C71D9C3880D5BA2AA7
SK.prf 7A320CBDO4B33EC104D84C26806FD56E816DF8498404C879103364DDE92993B6
PK.seed BOCB7D44AC6EF4A54CD302EAFF91D11ECCDD3715C381EECIDCEQ282C4ADCARAF6
Tinh PK.root

PK.root | 888CC367FB94E838952207EFAF14E026C54FE62784F14045EA85FCA389F91CB4

Két qua sinh chi¥ ky: Thong diép ky (d6 dai 128 byte) va gia tri addrnd dwoc sinh bang bd sinh s6 ngau

nhién dwoc st dung trong qua trinh sinh vecto kiém tra.

Thoéng diép
(128 bytes)

33CCEDB81B6B8C831453093DDD121B1383E98E105ACAA4741F1654A5D6F7DFCC7C6BOEO35B7
3396D964DC8B40QOEED2EA3481A7EOA646AB5BEC6D28ESE3AEEB528BFDBO4C081490342DA8BE
A570393CE651C113DC946040DDDCBAABD2F87667BB3C990EFAB330E532357F0D70953B0C342
3F56F6F182378D4F026BE29997CD150

addrnd 4C71E8697FC23F6576B7D46DA5A4310AE6E1F2EB40ABCBF13CDA53B0684C25AA
Chir ky 31AGE339ABC33A89569AEAAC3577FD3FCE377D45CF277E6C6805FED41ED6DF58
(26912 40737052DA6E9B2BA60679D97420E213F99289E06ABA7810D8EOAB2B56867D31
bytes) 9306AAFFE718EF9CB492A7A189789837B45902BACB8C3F9E83C5CBB5241B5C8E

AB7AF3B04A045F91941AC0467B816541A8D3B18C1263028AFA3978DBES4EA7DS
1A130CB89C6B33BDA750E08349FF6A7353F8279DAD6A7A3A1D6AESFO9CBFA7ES

A.18. B tham sb HB-192-54b

Bo tham sé:

n h d h' a sk _size | pk_size sig_size

HB-192-54b

32| 56| 14 11| 29 48 128 64 42976

Két qua sinh khoa

Céc gia tri sinh bang bd sinh sd ngdu nhién

SK.seed 9FBCAE390EE385AE6152464FD5B5BOAA7QEFB79B1EDSDC8895AD28B911EQOB16
SK.prf 45853E6B7CD89B2475D792869DEQ5FADAF8BDAA4FOE7E89D1268316B5B64738E
PK.seed 4A9A3689AFOB27ECD1BD9OF121AD5F487DESDBODC7EA23C9227E8F8DA766C0OB7
Tinh PK.root

PK.root | QECD89880627259281F2944DAF27C54B32DBF7936FC96FEQ755FE42FD96223F8

Két qua sinh chir ky: Théng diép ky (d6 dai 128 byte) va gia tri addrnd dwoc sinh bang bd sinh sé ngau

nhién dwoc st dung trong qua trinh sinh vecto kiém tra.

Théng diép
(128 bytes)

DFE35344F5535174FEQCEC5B1CB5B580AD540ECCO10ABDFDFE7C83FD88071EF176D107A61C7
A1E9F2F6F3CCEA82696ED6B859818EA9929F1A218A40EA5BES60E73358330DB63A356467811
5203B42789C8ADO8BCFDBFE818FFBBAFAF1C62A95FCOD457A7A59C365BFC6D732705F47B1E8
EQ7ECD557CACFE45C04D49620E0814D

addrnd D5FE1F7F6B65CE81CE8SFD5EQ897472AF501C8E6E81C2388AC74E541354E12487
Chir ky B46728153BE5455AF8C8DDA99CAES59C9A4A6F28167043B5341DES4DB56FES7EF
(42976 ©4EAD1331AD93502C36EA310CB255FES58EE12C8529BB1539ED2C3C1EFRALIBI1A
bytes) 834515DA26CFC2A0C38465862A014F5A37EAD9COFB5941922DF8BDFES50512FB8

4DF0858CC7775B722D383D7082CD1757CBB35524CAEFFA7449CD7ABF917579F0
9BDS6AOCES5F0058704ED3F30A1BOA5E312F54CF6C3272A5DOCADFB900A6A828B
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